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Canada? How many Canadians abroad are engaged in terrorist activity? How many retuned? 
How is CSIS countering the terrorism and extremist threat? 


e The primary terrorist threat to Canadians remains extremists who are 
motivated to carry out deadly attacks in our communities. 


Conflicts abroad, particularly those in Iraq and Syria, continue to 
inspire individuals, whether to support broader movements directly, 
or attem pt to attack Canadians at home. 


Radicalized individuals in Canada have planned attacks, sent money 
and supplies to violent extremist groups abroad, and sought to recruit 
mem bers 6? their cortimuniti ities, particularly youth. 


e Canadians aie e ueni Gey groups in suicide 
p missions, as recently ás March 2047. When, Daesh recruit, Abu- 
E Melia eet co conducted 8 شس‎ toming “against Iraqi 


7 7 ACF 


e The threat tenent ves di “886 there M M OR 
“unknowns” for which We have doron As recent incidents 
make clear - terrorist violence í can be شی‎ with little 


warning and even the family car can شس‎ m wein. ንገዛ 


“ES 


We must, therefore, work closely with our partners tó ‘increase our 
situational awareness of potential threats and better assess which 

of those threats are the most critical. We consistently rely upon the 
vigilance and cooperation of Canadians. 


In terms of how CSIS prioritizes its investigative activity, we 
leverage all available expertise and resources to ensure that the 
most immediate and pressing public safety threats are addressed. 


anger example, an individual who provides direct support to a 
pte 02፡59 up may be of greater concern than an individual who 
22 with that group's ideology. 
OR Jay. Oy FA 
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ISSUE: What is the domestic environment for terrorism in Canada? What is being abaut, 4 ‘ 5; 
radicalization in Canada? How does the intemational context relate to what is لسم‎ ig S A 


The terrorist threat level in Canada remains at EM pio, 


that there is sufficient credible information that a violent acta ap: of. 
terrorism could occur. 


The main terrorist threat to Canada continues to stem from violent 
extremists inspired by terrorist groups, such as Daesh and al- 
Qaida. 


Terrorists are adopting low-tech, low-cost means of committing 
high impact violent acts, such as using knives or vehicles to inflict 
harm. 


For example, on September 30, 2017, a police officer in Edmonton 
| was struck by a vehicle and stabbed multiple times by the driver. 
| The assat theni fled. on foot and drove a U-Haul truck into 
multiple ሃፍ 3968. njaring four people. 


EN 


| 1 “The internet has played an enabling: rolê lı spreading propaganda 
| و‎ nd Sang sticks t by allowing groups سس تید‎ culture of 
AC 


fear’ یج‎ Se 


Right-wing extrémisim js a ê موم‎ goncer ff NM 
individuals who hold these views afe very active o online. 


Hate-related incidents reported to 9166 in ፍ nada have 
increased, and CSIS will investigate individuáfs: Who hold: extreme 
right wing views and who are willing to engage in politically ^ 
motivated violence. 


The potential for online hate to evolve into serious acts of 
politically-motivated violence is a reality to which we remain 
vigilant. 


.[ ON RADICALIZATION 
OR 4 


I US narrative that the West is at war with Islam continues to exert a 
To Mentis m in radicalization both in our communities and 
né? 


NA 
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* In Canada, a small number of individuals continue to be radicalized, [7 ٢ر‎ E 

and mobilized to violence, and may attempt to further their bar a To 7 “ን 

through violent means. i PS Op 

dem. بات‎ FOP 

e The Service has unique insight into the small number of Canadians "41 - SU L 

who embrace terrorism, and CSIS continues to work with partners O | - E موه‎ 

better understand radicalization as it develops into violence in the Ra Mey 3 

Canadian context. On 


ON THE INTERNATIONAL CONTEXT 


e The threat to Canada and its allies posed by Daesh is international 
in scope. 


Daesh has carried out attacks in France, Germany, Belgium, and 
the United Kingdom. Turkey has also experienced an increase in 
Daesh-linké [attacks including a shooting at a night club in 
Istanbul in January 4; in Stich a Canadian was killed. 


C 


7 Ml 
-E 2‪ 


“e in recent-years, 6:88 has los Significant ter itory in both Syria 


^ rang fray ay ná: i Süffered heaw casualties from coalition airstrikes. In. . 
July Lear, ORG سا‎ victor o Sting Mosul 


ዮሃ A‏ رت 


However, getting of Sans iia presencé jh the e ae 
East via military means 558 entirely el eliminate the threat of 
their violent ideology. A 44 


e Since Iraqi forces retook Mosul, members pos have: 
dispersed, making coverage on Canadians extremists ite 
challenging. 


Daesh is expected to evolve and re-form in the wider jihadist 
community. Daesh's expansion in Africa, as well as South and 
Southeast Asia, continues to shape the threat environments of 
these regions. 


7 e As such, a global reach is an absolute necessity in CSIS' efforts to 
e E) den. and respond to threats posed by Daesh to Canada and 


AMA, 


ریس سناڈ 


Canadians have been implicated in terrorismi activitiés in. መ 


| 

| 

| countries, including Syria, Iraq, and Algeria. TN Yeu it? Vey ጊረ 
| “ዳሮራሬ i 


While Canadian extremists have travelled in the past to Nec timor 
groups in many countries (e.g. Afghanistan, Somalia), Syria and Iraq 
currently maintain the highest concentration of Canadian extremists. 


There remain approximately 180 individuals with a Canadian nexus 
who have left Canada in support of terrorist activities. 


The majority of these individuals travelled to Syria and Iraq prior to 
2016, with very few having left for the conflict zone after 2016. 


Travellers may participate in a range of activities depending on 
| their aias and contacts, including paramilitary training, suicide 
| missions, log Stical and Opancial support, even translation and 


propaganda. ACCES OF OA 

“Sy o S 

on ÑidMBERS ABROAD 
ድ 0 


۰ TR hy y 180 Gandcitng abroad have Boer implic ed in terrorism 
activities in 156881 (ረአ. neto Syria; Iraq, and Algeria 


e While Canadian extremis trave faena i the ን past to support terror | 
groups in many countries like ‘Afghatistan ar Sontafla, Syria and 
Iraq currently maintain the highest concefitrátion 8 Canadian 
extremists. en 


Given the significant operational challenges 00۳ with counter 
terrorism investigations of Canadians abroad, CSIS continues to be 
concerned about the number of individuals that we are not aware of, 
and those for whom we have incomplete information. 


ON RETURNEES 


Per E e The number of people retuming from the Syrian conflict zone remains 
0 IO SN which can be attributed to Daesh's tight control and Intense 
Po Oe their recruits for potential desertion. 
2 MA 
& PO lo, SE d. aware of approximately 60 people who have 
0, 0 | aving travelled overseas in support of 
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terrorism. Ono" Og 
Returnees have responded to their life in Canada in a variety of ways. 
While some return to regular life, others have becéme:key contacts’ dE 
for radicalization, terrorist travel or financing, both online and in thelr r 


communities. 


CSIS maintains situational awareness to determine whether returnees 
may pose a potential threat and advise government accordingly. 


In terms of the response, there are a range of options to consider, 
` often in consultation with implicated departments and agencies. 


We work very closely with partners, in particular the RCMP, to inform 
criminal investigations or enforcement action (arrests and 
ی‎ as appropriate. 


س م 
۷ 77 


The Service tay make this decision to share critical information to 
An IVS MOS " R 
inform other tres of enforcementaction, such as citizenship and 
A C dal d res Plan 
“ሳዘ lgration decisions as wellê the prevention of travel in support 
MP J ts mi ፍ: ሥዖ 


o Cr Tue 
s Oe d 2 7 VES, v us. ዳርኑ 
ON THE PUBLIC.THREAT: 


Up, OV ar AND 
Os. “DE, ዳር፦ 20 


9 CSIS contributes to P 


S 


threats to the security of Canada, and building an understanding of 
global terrorism. 
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WORK PLAN 


1.1 Background 


SIRC last examined right-wing extremism in its review of CSIS activities related to 
Domestic Issues and Emerging Threats in 2012. SIRC found that CSIS had run 
successful, human-source;tich. investigations into domestic threat-related activities 
associated with Aboriginal ex 061ا‎ ۸01.6 supremacist movement, Quebec 
sovereignty and “multi-issue exttemj MONESSA t that time, CSIS had recently 
approved a single“ ron certi ¡Cte or & Ab سو‎ 2015, the Director 
approved downgratlihg A 05600 in ር ል 


Oz ۷ Ye 
The killing in early 2017 of Mi us. 9699 [በ UM as raised such 


questions regarding CSIS's investig SAA ist behaviour 7 is not associated 
with Islamist extremism. This review will 697 2819:5 dat & dat ities with respect to right- 
wing extremism investigations since 2011 as well 65942" ehe: il if any, of the 


January 2017 killings on CSIS's investigative focus in relation id" 


1.2 Objective and Research Methodology 
1.2.1 Objectives | 


This review has several objectives: 


examining how CSIS is investigating right-wing extremism since SIRC last looked‏ ره 


AS ctg of this investigation in 2012, including the range of activities taking 
و‎ m sac 


iens: a’ Br e uf, CSIS's approach to investigating right wing‏ 7ج7 
Eu y a ss etrics of the investigation‏ 
መሽ ያ 71۵ 7 AND‏ 
ES ረ ftem 115119: was downgraded‏ 
=P VERE LO;‏ 
ہد 7s‏ 00۷ ۱ 
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سمش identifying intelligence gaps and/or challenges የመ 2 Û Fight‏ ٭ 
and identifying and assessing how 6515 is attempting; to mit igate ar ar‏ 
those challenges (including how it liaises with law pla :- especialy ^n P‏ 
period following the attack in Quebec City.‏ 
Ma 7۷‏ 


Further to this, SIRC will examine relevant policies and procedures and review the 
investigation in order to ensure compliance with the CS/S Act, ministerial direction, 
and policies and procedures. 


1.2.2 Research Methodology 


The methodology for this review will consist of a review of all associated operational 
files, briefings with CSI ófigia 15 890 a a review of corporate documents. The review 
will also contain a regional cifre ent AS 4፡95 will be a visit to at least one Region. 


0 
1.3 Scope of ሰመ. 2 ? 7o 3 بر‎ 7 
Og ON 3 Ey x Cha, 7 * A Cr. 
The core review period ፳ dos de à] los 1 cao Xp the present, 
although information will be eti 902 مت‎ his period when deemed 
relevant. S 7یت‎ 
| 4 s SRS 
e 0۸ کپ‎ 
14 Preliminary Materials o ^S 


.SIRC will consult the following documentation, among others, and will request 
CSIS assistance, as necessary: 


e all Directional Statements related to any aspect of CSIS's investigation of 
right-wing extremism 
Pao e all human sources files for those reporting on any 9ِ, of this 
“IS y o fKetigation 
ACO onetationa) files related to any aspect of this investigation 
27... Ag, 7 ۰ 2#|ክጩ en sments related to any aspect of this investigation 
Oy 000 SE E ER CSI iterators spondence or planning documents, including emails, 
El Aj MSS رو‎ notes, , اهوم‎ documents in which any aspect of this 
to, تج‎ is C wn or réferenced 
ዳር 
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15 Preliminary Briefing ۰ ፳4 M 5 
SIRC requests a preliminary briefing as soon as possible upon receipt of tito Ey 
plan. The briefing should address, to the extent possible, how the investigation hasv 、 
evolved over the period under review, the circumstances that led it to be 
downgraded to and the state of thinking now, following the 


attack in Quebec. 


1.6 Review Period 


5 


Presentation to Committee Members 
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5 ts remains a at MEDIUM. 


Canadian Alexandre Bissonnette, a Quebec resident and University 
of Laval student, was responsible for carrying out a small-arms 
attack at the Grande mosque de/Guébec on 2017 01 29. According 
to media reporting on 2017 02 06, ti RCNP i ibed Bissonnette 
as a “criminal extremist”. ہے شیج‎ S اک ری‎ x counts 
of first-degree ጣሃ and five counts 5፳2 ማማ. sing a 8 


restricted firearm. Ap 5 
i Orc. RE 
ITAC has received ን ን “መሽ ۹)0 
assessment on 2017 01 pr ee ied 
reporting, Bissonnette called 7 nec tum € á 
to, S * v 


concentrations ^in ` ا‎ - -westem — 
- Ontario, Alberta and the lower mainland of ` : 
~- British Columbia: 
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. CRITICAL - d, foc 
: V AINENTL YS + 
"E ሾመ... 
` E i assesses that ۷ iem is 
HIGH 1 LIKELY. e SIMA 
2 (ua el c 
it 3 ۷ 
7 1۲۸۵ assesses that a violent act of terrorism 
MEDIUM 3 COULD OCCUR. 
LOW e ITAC assesses that a violent act of terrorism is 
2 POSSIBLE BUT UNLIKELY. 
1 ¡TAC assesses that a violent act of terrorism is 
VERY LOW E ۱ UNLIKELY. ۱ | 


ITAC uses both quantitative and qualitative analysis-in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, መመመ) and oe dt of terrorist groups. ITAC cautions that the information may be incomplete and, 


regardless of the threat level applied, a violent act of tei ማን UA "RS no warning. 
فا‎ A ات‎ 
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Dear Mr. Goodale, 
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November 29, 2017 


The Honourable Ralph Goodale, P.C. CSIS / SCRS 
Minister of Public Safety and Emergency Preparedness 

269 Laurier Avenue West | DEC 0 8 207 
Ottawa, Ontario K1A OP8 
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Re: Review of سی می سس‎ Fighting Fxtremism (SIRC Study 2017-03) 
ey Orc Bong Vise E e yg ۷ ACY 7۳ 
This letter provides you en RE fesults "of the 55968 fri Ttelligence Review Committee 


(SIRC) review of the Canadian’ Security, Melli ence 6 WSIS) investigation of 
right-wing extremism (RWE). Annex سی و‎ information. 


Overall, SIRC found that CSIS activities 4. 500996 during the period of 
January 1, 2012, to June 30, 2017, complied with the CSIS y Act ‘and ministerial direction 
on intelligence priorities. CSIS activities were also consistent with the authorities and 
limitations set out in its targeting policy. 


CSIS demonstrated that partnerships with police and law enforcement agencies 

were important. 
Besides helping to maintain awareness, these tools were valuable in investigating RWE 
nii o ed that may present a threat to the security of Canada, including, for example, hate 


crim ادا ینا‎ 
ዳሶ...“ ነነ 
Ap In the. ا‎ jen, 686. participation in the Structure de gestion policière contre le 
ابو دس‎ n 00 CSIS's relationships and effective information 
“e ہت‎ vand international law enforcement and intelligence agencies 
hef 2 apsiffits êi: tion of RWE threats. SIRC recommends that 
CSIS jo ከ ther regions’ investigation of RWE could 
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benefit from 7 مه‎ Kang ርር CSIS-law enforcement collaborative model in place 
in the Québec Regiort A 7 PE; 
; INg %80 

0۸۸۷۷۷ 
P.O. Box / C.P. 2440; Station / Succursale "D" 


Ottawa, Canada K1P 5W5 
613 990-8441 
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7 On € Pg 7» MOE > 
SIRC examined in detail CSIS reporting on Re neis d» gemi» sue the 


Grande Mosquée in Québec City and had no o d 0 co: ፡(3., 
ES ER 
CSIS continues to assess the best means to engage investigative resources agair 


RWE, as required, taking into consideration the limitations relating to lawful protest, 
advocacy and dissent; the high degree of police coverage of RWE threats in some 
jurisdictions; and the likelihood that the threat or use of violence will originate with one 
actor and be unplanned. 


In the near term, CSIS anticipates that its investigation of RWE threats will be focused on 


ጋ. 


SIRC has no T نس‎ es investigative posture relating to the 
investigation of RWE, “Esp” ThE, SD y, Uy, 
Er xj 9 Š TO ja RIL, ER ግ 

SIRC takes note 6(፤ řece even outside of the 96100 under review — for example, in 
Charlottesville, Virginia, ሹ anumbes. of Euro an Cities, ምባ n Halifax, Nova Scotia 一 
that show the potential threat Of Violent” violent RWE and highlight differences in 
respective national laws on free speeth-ant 00. háte-speech. SIRC will monitor how 
CSIS's investigation of RWE responds to ol hae rl of this threat in Canada. 


SIRC plans to revisit this subject in the medium-terft=. Sa, 
^» Wy ርያ ኛ 
“Ay Els S 
We would be pleased to discuss the Committee's conclusion Bnd Fe recommendation with 
you. 
Sincerely, 


ہے = 


> x 
E O # ፆ R ت‎ 
Er; et ንክ Von 2 E The 


Dave vi, نو‎ VO; 


OE. e 


ር... 1 svg SUp 
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Ong OC 
ACC Of مم‎ 9 
Ens TO no Pr DEN 
سی‎ በል 4E 
“De Oke ፍር. - “Bo و‎ 
9 | S LASS ጨመ ያን ON ¿A 
Background Alo set vag Og Na cro 
SIRC reviewed CSIS activities conducted during the period af, و‎ to 
June 30, 2017. 8 4 


SIRC followed.up on in its 1 3re review of CSIS investigations into domestic ی‎ ges. > 
activities relating to Aboriginal extremism, the white supremacist movement, Qu 
sovereignty and “multi-issue extremism” (report 2012-02), this time concentrating only on 
the white supremacist movement. 


SIRC examined all CSIS records relating to RWE : during the period under 
review), many of which consisted of 


To assess ہے مر‎ (5 SIRC examined other records that fell 
outside the ir under review, CES C OR SS, 
S, 


CSIS ሠ8859ኮ65 8 R ۷37 | Canada as ደ ከነ Hoyê Ran! {H&E includes a range of groups and 
individuals espousing/a ۳ of issues and. "grievánces, including those related to: 
racism, including white < CBU 6 white nationalism and “white religion"; 
anti-Semitism, nativism, and ari ic os 2) andranti-law enforcement; 
and homophobia. d 3 SU, 


In recent years, CSIS's investigative "s 7 ‘ane የ8 ly by specific national and 
international incidents that were affiliated to RWE (i.e., , Bréivik,, C Québec Mosque). 


/ .. 


According to (5515, incidents of violent RWE in Canada are infrequent, generally 
unplanned and opportunistic, and carried out by individuals rather than groups. 


In recent years, CSIS has dedicated resources to the investigation of RWE. 


Pp 


PRO ۳ subset seg or > 3 ወጠር hate online 
Vi AE AN, Cy 
x 7 wa Mop ACY The 
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& O/a 

| CRS ENT SUR, 
CSIS investigates RWE threats to the security of Canada under paragraphs 2(a) and 2(c) 
of section 12 of the CSIS Act relating to: espionage or sabotage that is against Canada’, 
or is detrimental to the interests of Canada or activities directed toward or in support ûf. 
such espionage or sabotage (paragraph) 2(a)); and/or, relating to activities within or 
relating to Canada directed toward or in support of the threat or use of acts of serious 
violence against persons or property for the purpose of achieving a political, religious or 
ideological objective within Canada or a foreign state (paragraph (2)(c)). 


Ministerial direction issued since 2012 did not mention RWE until the latest one issued in 
April 2017. 


SIRC verified that CSIS'S féporting was compliant with its Procedures on Targeting 
arc vas Appropriate. SIRC had access to all documents 
relating to the ME cree 5608 2 and questioned CSIS employees at 


4 ru سی‎ QA ور‎ " " : 
Headquarters and - 00 INCRE Anyeetigations, including employees 
4 MR. > ^ d "d 


“ር, ‘On "ድ En : 7 * 
De, Ot * VE, را‎ OF 
سا نہیں‎ . A, 
For most of the period under BW 6 Agary 2012 to March 2016), CSIS 
investigated RWE CEG Nro ዴማ ረ4 
“Mee Soy 


including activities associated with RWE, 


In 2045, an internal CSIS review of its Program contained three 
principal findin: Yelating to its investigation of RWE. First, a majority of RWE activities 


Pr consisted GEOL ene 2 lawful protest, advocacy and dissent. The risk of a CSIS 
en N ation exdminil Sucirtawful activities was assessed as high. Second, the public 
“Co ordeny feas the national ; du threat was being appropriately addressed by police 
bo i ent, ሓል / b&caiise of the first two findings, CSIS questioned the value 
adde ደድ ^C “Op 
J (3 
Bo ۷۸2 LE 
^ Ue ER, A 
“Op SO 
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Mie AN 
ENa 0 "4 0 
ወፊ ምቅ EG ዕድ ር “Op 

ACE MENA! SU 
In March 2016, CSIS ended its investigation of RWE. ES 4 L TS bat LA 
Mos OA, 
Then, in January 2017 — following an attack by a lone gunman at the Grande Masquéé:. ۲ 
in Québec City that killed six and injured 19 others — CSIS's investigation of RWE was., 
reopened » ۱ 


A 


AOS ዓር 
ይሬ | ~~ <9 ESISreopened the investigation in part because of 
government and paftrier inf&fest in more informiátion GrRWE threats following the attack. 
Consistent with its mandát6:and authorities, 6516 Has had#requent and comprehensive 
exchanges with police and law 'eRforcément partnerSia 0۲00710 assess intelligence 
i and to better ascertain the threat posed by RWE. 


yá 3 
کک‎ tp 0 c 


Interviews with CSIS employees at headquarters afid js’ QR. demonstrated the value of 
CSIS's relationships and information exchanges with “police and law enforcement 
agencies to the investigation of RWE. 3 Mar, El z 

Ns 3 


For example, in the past five 
years, CSIS was invited to participate in the Structure de gestion policiére contre le 
terrorisme, which comprises the Sureté du Québec (SQ), the Service de police de la Ville 
de Montréal and the RCMP (“C” Division). The SQ investigates RWE in the province, 


ፈን 


Pan Ye， 1 
“sin AO ማም | P Ve 4 
Most, race. EEG, HO gave direction to regions and international stations in 
PRO ምሥራ ان‎ “Ss TO AE Pe MD. i j -. 
Am EC ያፍር Wen a 7 " The regions 
"ON rOd\rected, to maintain, oben: hes of communication with local police and law 
" force Dr. ۱ እ. UN رح‎ | 
7 VR KC ጋ 
SUR a MEA Lo, S 
ACC CMEA Sy 
ES y Y » مھ‎ 
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Sent: .28-Apr-17 9:35 AM 
To: . 


` Subject: i FW: (SIRC Study 2017-03) Review of CSIS's 


Investitgation into Right-Wing Extremism 


Da 


Attachments: Acc Rights 
| E85 Ty : 


Classification: Secret 5 o 565۸۸ 
Classification: Secret ^ Le ER 
Not for PA / Ne pas classer ES y 


۲۷ 


From: 
Sent: 28:00-12:13 AM 
To: Ac ONS o Css 

29 CES CF py 50 


3103(18/09) 


c 


yr, PR 
4 ONS Ces. 
RE Om, Fy, ER 
Ero Moy SE gy, NEG ay AC d S 
Og M» ES 2 SAF f Tony C? an, 
Subject: FW: (SIRC Study 2017-03) Review of CSIS's Investitgation int Rights 
Wing Extremism ACoA MEN Sus 
ሓዳ 
Classification: Secret Mang SL b. 


Classification: Secret 
Not for PA / Ne pas classer 


Thanks. 

From: | "Roy, o ۱ 
Sent: 28-Apr-17 8:10 AM ONS 2089, 
To: ^ CESg MEO 


Subject: FW: (SIR Stiidy, 2017-03) Review of CSIS's Investitgation into Right- 
7 2 in ھ177۸“‎ C : 3 


i i OK, ۷ Al 
Wing Extremism | EU, ons D je مه‎ » 
Classification: Secret P taco mgo SUp 
Classification: Secret | 5 میں‎ 
Not for PA / Ne pas classer Marg Ets 


Good morning, ۱ 
۱ will attend the preliminary 


briefing. (Chief Management Services) will be the point of contact for 
the division. | i 
Pr ۱ 

ki SIO ግርር 
Thank you, ኢር. OR SSE " 

ስ N, 

OTe. Ebro. TO me Py M 
TS or 4 A 
S ALES ማለም N ac ND 
Lo, OS OK a ዳርኡ 0۸ 
VA lace MEME Loy 5 
“ድፍ 1 AS UR 
4 ار‎ Pep LA 
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From: 


Sent: 25-Apr-17 11:32 AM Org یں‎ | 
To: 4002+ OF 7, SED 


Cc: Or, ሳዳ 5 E 
Ero CNO, VISE pe Fo Wags Hk 
CDE .چم‎ py | 
ا‎ i Lo, Wa. U Di. Ao Ok 1 | i 
Subject: (SIRC Study 2017-03) RevieW'of ር5155 Investitgation into Right-Wing 
Extremism CCA MER SUR 
፪ i ۱ ÉL Ling. PER L4 
| በበለ OW, 
| Classification: Secret ۱ MAT, مر‎ 


Classification: Secret 
Not for PA / Ne pas classer 


**DD: COB 2017 04 28** 


PR " 
DG: “Ms Ro 
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۱ i OE 4] M4 "Ios Cr Any 
Further to my email of 2017 04 06 in which | providéd you wiftfa copy ፀፃቭ፳ር% 
Research Plan for 2017-2018, SIRC Review of CSIS's Investígatiortintó Right-Win 
Extremism has now started. 3 Enea E He 
۱ “4 Dye S 
You can find additional details in the attached proposed work plan. The next step 
will be to arrange a preliminary high-level briefing for SIRC Researchers with CSIS 
HQ to discuss how the investigation has evolved over the period under 


review (2012 01 01 to present). 


For the initial briefing, | would ask that you nominate someone (preferably Chief 
or above) to participate. If you think ¡Eis:appropriate, more than one individual 
can participate in thie initial, briefings Weé'haye'four d that these initial briefings 
are useful for providing SIRO withthe right context and direction for the 

review. We plan to schedále: Ys initia briefing With Afi next two weeks. . 


* MN RI V 
7 “OD, T ያ 
UR tg ONEM LO) a 


Ca 
< ጋሙ 


| would also ask that you designate a Point of Contact with your branch for this 
review; please indicate if your management services section (where relevant) 
should be included on all correspondence if it is not the poc? My staff will be 
following up shortly with the designated PoC to facilitate documentation access 
and retrieval. 


DG, 
ro ۹ ۱ 0 ۱ 
For your gefieral s awareness only at this time — we anticipate that we will need to 


request هو‎ i mo UN and possibly discuss the investigation further with 
Oren MEL, Om, | 
En, ራሥ. NE, 
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፦ PAOV s Ph 


^ o ۱ Es L VE. A A; Pa ላ» 
4 (OS BE Ty, Naa Dae: 

one of your senior analysts. We would appreciate Y youl could higase identify 
Point of Contact within for this purpose. Mors EN Su, 
: Uns 


Mit A A 
. . ۳ وف‎ pg “ር 
will be the primary point of contact in — . should you have any 
questions or comments on this review. You are also free to contact me if you ° 


have any questions or concerns. 


Regards, 
Oo, 2 
SO TOC, 
dio Pd RE Ss 7o ድ Poy NOES 
En, Sen, ሃኗሬ NE Yao,” Thy, 
OU BON nc £N ےر‎ Ran’ A 
ERE, ach 
۱ “5 a ዓያ t 
“Coe MEN d Sus 
Aly م۵‎ 
Owe, ጫ 
SO, ናጋር 
ی0‎ OF Seo UN 
AE | TO iy PRO ^ 
مره‎ Ch SK exe ture rr 
OUDEN OEN veg May. ACT 
lay S Pp Any N 4 AND 
Oy Sup Elg we Cr “oR 
“Lan Eng SO; 
ogg rg Aiy 
M, 
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ASSESSMENT» 


. THREAT LEVELIFOR CANADA 


i. This threat assessment updates the Cenadiaii National Terrorism Threat Level. ' 


(NTTL) 
18 - ITAC 1705-E 


last published on 2017 01 


زد 


" ve) A 


THE NATIONAL TERRORISM ۳ 
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Terrorism Threat Levels for Canada i 4 Un 


ENS 


تا 


assesses that a violent act of terrorism 加 Canada could occur. 
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ITAC 


^ 


= 
‘nus en 
view. anti- 
6 ‘Ot logy 8.9. 
/ وم نید‎ 
be rena 
O SUp LA 
E SS ^S On SO 
Oy Up ን ‹ሄ ል...) 
ዊሽ The 
Mo Of ES A AND 
Acoge 75 ካር ፡፡። 
« ek VER, Y to, ኣያም 
7 Coy, Sp itio PERSO 
Bo, Og A Oy Sy, My “NEO 


/09) 
3(18 
310 


Methods 
9. Global Campaigns for inspired, Domestic 
Attacks Continue: Sunni extremist 


propagenda continues to call on Western- 
based supporters to ‘become martyrs’ and to 
conduct attacks in their homelands. DAESH 
continues to invest in its multilingual multi- 
platform campaign in an effort to grow its 
global support base, and similarly AQ is 
reinvigorating its own external 
communications efforts (See text box entitled 
AQ's “Prince of Terror on this page). In 
addition to traditional hard targets, supporters 
are encouraged to attack local, public spaces 
using readily available weapons, as seen in 
the June 2017 London Bridge and Borough 
Market attack in the UK. On 2017 06 06, 


t recent audio-speech, Osama bin Lı 
popularly referred to as AQ's ‘Prince 


peech stressed the i i 
f nicating a clear attack rationale and prioritized 


Those who transgress against Islam and its 
Prophet 


Jewish interests 
Americans ኝ 
NATO member states’ interests 


P, Cog 
AD7 * RE, 
V, 
Ey 4 > Y 
l ፌ 
Braye 
e صن‎ 
ons و‎ 
Cro Cp Eg, I Meo Aey Ng 
Une OREN V, Mary, ACF 
Ey ES 5 CRF ION AN, 
Loy S ا‎ DE T ^C», 205 
N 
ا‎ ክርን 
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: (TAC assesses that a violent act of terro 7 ۱ 
CRITICAL : : HIGHLY LIKELY and Ja. WES e 
: : COULD OCCUR IMMINENT. Y. ja, ሊን 


— ፡ : (TAC assesses that a violent act of terrorism is 
HIGH : : LIKELY. 
سس‎ ችጅ፡፡ 
i ناالاےتتا‎ CUCU. 
N ce مھ‎ => መ 


MEDIUM : ۱ 5 |TAC assesses that a Violent ect of terrorism 


* (TAC assesses that a violent act of terrorism is 


LOW: | POSSIBLE BUT UNLIKELY. 
4 ٠ ع۸‎ that a violent act of terrorism 位 
VERY LOW 2 ይራ ۲ : HIGHLY UNLIKELY. 


EN 


ITAC uses both quantitative and qualitative analysis ir ay 
intelligence, recent events, as well as the intent, 


ከ 


levels. The setting of threat levels is determined by several factors including current 
terrorist groups. IT AC cautions that the information may be incomplete and, 


regardess of the threat level applied, a violent epi Sing 
ሚር Uy 
ና ዳ O A D 
ETO Cro, ÚS E Neo ዳዕ T "Hg 
Yor DEN ما‎ Mary AC 
. SO; ی‎ Se; DE ih AC “Or 
A Ergo LO 
KA Enzo SUR 
4 tA S PELA 


—— a ARR EE 


HANDLING INSTRUCTIONS 


sources with information effective as of the date of publication. It 


d io your agency/dsperiment in confidence and may be 
further disseminated by your agency/department to those with 
1 


curity clearances and appropriate security systems 16 
le or in part, without the consent of the originator. 


External Users: 


cord which may be subject to m. pilon under the Access to Information Act or the Privacy 
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, Scotland, in the United Kingdom 


' Scope: This assessment only covers the threat from terrorism, defined as 


8/124-፳ 7 2018-06-21 


The Honourable Kirsty Duncan, Minister of Science and Minister 
of Sport and Persons with Disabilities, will travel to the United 
E (London, England, and Edinburgh, Scotland) 2018 06 


P Py 
کا‎ 


INTRODUCTION 7. حم‎ 

The Honourable Kt on ster Sie ቪ nce ስ, «1668 7 

and Persons with Disabili E fL xs land; and ien 
yes ETS 2 


ITAC has reviewed a draft program oft the Minister vi, arme 6 27- 
28, Minister Duncan will meet with UK gov officlals,. C. Ma 
postgraduate students, academic societies and pri ማቁት ተን ው on ር 


29, she will fly to Edinburgh and may participate in a panel pede ۵ X 1 
relationship between science and politics at the University of Edinb 


violence against persons or property for the purpose of achieving a political, 
religious or ideological objective. This assessment does not include the 
threat of violence from local or trans-national armed conflict, espionage, civil 
unrest or organized crime, as this does not fall within ITAC's mandate. 
Additionally, this assessment does not include the activities of groups or 
individuals who have actively protested against past international events and 
who may be motivated by various agendas, including environmental, anti-government or sectarian issues. 


Source: canada.ca 


ASSESSMENT 
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CRITICAL 


act of temo 
CA 
i GOULD OCCUR IMMINENTLY. "^j^ 


۳ 
"ED 


ለም 
"DA 


3 ያ "ሃራ .. 
i ITAC assesses that a violent act of terrorism Is “Po ር 2 AN 
: LIKELY. N بر‎ 


HIGH | 
MEGHA | لد‎ beu n a violent act of terrorism 
Low. ET M 
VERY LOW. PE ndn t 
تم‎ uses both quantitative and coe تس‎ terrorism threat levels. The setting of threet levels is determined by several factors including current 
ligence, I5, as well as the i Kies, end attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardess of the threat level applied, a violent m megas! -. ዘፅ or no waming. 1 
a 3 Op "ር, - Ce 
Cone [m > SE; ን 
Ss > Mex UN, 
* ፊሬ To ¿E Pp, VD 
| 4.7 O la ER 
Eo Mo SE po NEO “doy The 
De ወፍር Ver. 407 
“/5 A Se, Or, Cy» 0 
"v 4 GNE, ۹ 
CCS j 7s ማሪ 
Aly 8ہ‎ Oy 
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HANDLING INSTRUCTIONS 


This document Is the property of the integrated Terrorism Assessnié 
. Sources with information effective as of the date of publication. ዘ i$ 
further disseminated by your agen ent to those with 
retain the Information. It must not be reclassified or reused in any 


Any feedback should be directed via CTSN emal to: 
H Extemal Users 


“ርርኗ Or, SED 
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á 580 This constitutes ۵ record which may be subject to m pilon 

3 jas or intelligence may also be protected by guisions of 
evidence without WAH ITAC. 


(TAC). Prepared by ITAC, ۱۱ ls derived from various 
to your agency/departm 


ent in confidence and may be 


ecurity clearances and appropriate security systems to 
or In part, without the consent of the originator. 


under the Access to information Act or the Privacy 
Canada Evidence Act. The information or 


i Lin,” ER 
ር l Report 2017-2018 Nan AS, 
Summary of Review Recommendations Complaints and CSIS Responses ORM WE 


For this review, SIRC examined four cases of information MY where a سس‎ risk of 
mistreatment existed, and examined CSIS documents to evaluate compliance with the 2011 
Ministerial Direction on Information Sharing with Foreign Entities. Though SIRC found no 
evidence that CSIS used information obtained by mistreatment, nor directly contributed to 
human rights abuses when it shared information in these cases, SIRC was not satisfied that CSIS 
had adequately assessed and mitigated the potential risks of information sharing. 


SIRC Recommendation: 


idelines, the Service is 


adopting anew EÊ risk, which will be ` 
noted in the corresponding Tes. enm ርር approach are 
to ensure that the ጨር 5 em Hp Ases foreignpartner does not: pose a substantial risk of 


mistreatment; only allow sharing of inforrhatjon s 


of mistreatment; and, ensure full compliance emm Ministe "ie 
ine ان‎ i 
SIRC Recommendation: ; ۹ ከ POA ው 


When there is a substantial risk of mistreatment that needs to be miti, 
requesting information, the decision to share should be referred to the بت جات‎ eh the 
Information Sharing Evaluation Committee (ISEC), rather than an manager. 


CSIS Response: 

The Service agrees with this recommendation. The 28 September 2017 : on 
requires that ISEC refer to the Director 

au matters wnere there 18 a suostanuai risk or mistreatment and where it is unable to determine if 

the risk can be mitigated. Under the new model, proposed exchanges of information deemed to 

be high risk must automatically be referred to ISEC and others will be prohibited outright. 

However, each case must be evaluated in context. 


ክረ PR 
0 
4 ‘Ons “ድፍ 
REY 2. Prop, DE 
Zo “o US E ۷۸ Op, ግር Hg 
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i o ም ሥነ ፈ4 
SIRC Review: CSIS’ A ch to Mental Hi à 
pproa ealfh ےر‎ 6 ሩር 


For this review, SIRC examined a sample of 1 
as individuals who had undergone a 


assessment or consultation. Overall, SIRC is satisfied that CSIS’ approach to mental health — | 
issues in However, SIRC noted that CSIS’ demand for : 


support surpasses the latter s resource capabilities, 


SLKC noted that without a 
standardized consultation protocol, ' 
s Finally, SIRC noted that services are not being used to their 
hinderi ng investi ga dons. — ` 


SIRC Recommendation: . 
SIRC recommended that CSIS increase the resources available to so that the section can 
keep up with the demand for its services. 


CSIS Response: ^ 
The Service partially agrees wi commendation, though notes that there are competing 
resource pressures. The Servicé-has-beert working to Address current vacancies and has also 
explored ies-to i Hity’ im Be Gs will take into consideration the 
የቺክ na é 1 While assessing competing 
امیر سی جس رت‎ Ringe او‎ 
DE) UEC Vi. 576 CT, 
SIRC Recommendation: “A lo RENO. Ty N ND; 
SIRC recommended that / chate a’ i Ed seference ent i "red flag" 
behaviours LA 4 Eye, OF 
Cop MeN! SUR 
S Sa La 

1 ሂሪ 7A yx E Ra 
CSIS Response: e Or, Ov, ۱ ۱ 
The Service agrees with this recommendation and is committed to ን it tithe coming fiscal 
year. sees clear value in the creation of this tool which will assy 
in identifying for referral to for assessment or consultation. 


SIRC Review: CSIS’ Rig 0 : 
For this review, SIRC examined all CSIS records relating to Right-Wing Extremism (RWE). 
SIRC found that CSIS activities complied with Ministerial Direction and the CSIS Act, and noted 


that CSIS successfully demonstrated the importance of partnerships with police and law 
enforcement agencies. SIRC plans to revisit this subject in the medium-term. 


Jr, SIRC Recommendation: S 
Oly, SIR ended that CSIS determine the extent to which other regions” investigations of 
fit from the CSIS-law enforcement collaborative model in place in Quebec 
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CSIS Response: - و‎ GAGS 《4 ü 

The Service agrees with this recommendation. Various mechanisms are in plane’ T xii, / SUp 
regions to ensure effective collaboration exists between the Service and domestic 1 A ፡ 5 En 
enforcement bodies, which would include collaboration on RWE as necessary. The extent O E 4 So, 

which the Quebec Region model could be duplicated in other regions is largely dependent upon 7// Vey 
the structure and mandate of the individual law enforcement bodies in those regions. “On S 


SIRC Review: - Program 
For this review, SIRC examined all corporate and operational documentation related to the 
program and a sample of 


SIRC found that the program complied with Ministerial Direction and the CSIS Act, and 
found CSIS' de-confliction mechanisms with foreign partners to be adequate. SIRC also found 
that ethically treated and offered support, but raised 
concerns about the warming period for: ` ` ` “assistance. SIRC noted that CSIS sought 
legal opinions related to the use of as needed, but still had concerns around potential gaps 
and legal risks with CSS) online activities. SIRC also noted that not all have 
received the trainirig due to feource limitations. 


VR . ” አፍም 
SIRC Recommendation: 4 COKE OF n 5D fon $ 
SIRC r ded ths CSS PPP : اپ‎ ofthe program. 


En ۷ < ሆር My e 7 
CSIS شمه‎ 7 ON SE En “OR ی‎ yai t 
The Service agrees iş reco} laton. The Servi 


27 <} 
SIRC Recommendation: ፡ CA و‎ SA «ርነ S 
SIRC recommended that those who are S^. 

| given training as soon as possible. s 2 ly, 


i Ma NN, 
CSIS Response: AP El 8 
The Service agrees with this recommendation and will make every effort ከ0025 that the 
receive the training course as soon as possible. 


For this review, SIRC examined documents pertaining to activities of the 
stations and met with relevant personnel. SIRC noted that the stations have maintained positive 
relationships will all of their partners. However, SIRC found instances of non-compliance with 
internal policy where not all required caveats were included on information shared with foreign 


ammendation: 1 
'ecófaifinnded that CSIS institute a quality assurance mechanism to ensure all required 
Coaveats arotinchidedly እ EA its partners. 
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PROF, RK Sra PE pA NOE 
Eo EV, O Mya oF 7, 
Zo Co ISE Op, AQy YE 
UD NO Ny, CRETA AG 
+ Eq Sn ٹر‎ T Ap, 
CSIS Response: 4 رر‎ ONE 
The Service agrees with this — While some quality arn OS pii SUR 
policy requirements, the Service is actively updating the CSIS Procedure on Cave: ۱ Pe 
Assurances. As part of this policy work, increased quality assurance will also be achieved vid SON, 
parallel development of training and technological support related to the use of caveats. May, WE, 8 
OV? 


SIRC Review of a Foreign Station: 

For this review, SIRC examined documents pertaining to activities of the 

met with relevant personnel. SIRC found that the 

relationship with foreign and domestic partners at the mission, pointing to the role of the in 
articular. 


SIRC Recommendation: 


No formal recommendations were made, but SIRC suggested that CSIS and its domestic security 


station and 
has built a positive 


and defence partners at missions adopt practices that promote strong relationships, including 
emphasizing training 


CSIS Response: 


considerations beyond . 


within 


SO, 


perceived a communication gap Es 
SIRC also found that CSIS faces chien بس‎ M i 44 and validating 
information in: 


SIRC Recommendation: 


ia and responsibilities of those at the mission.‏ دنر 
0“ 
ONS‏ 


44 


m - ማቱ Bra 
mui bran, ami — 


ርን, 
አጨበር 


Roe S SIG A EL 1 id 
lemployees regarding activities 


AER 


97; Man ks 


SIRC recommended that CSIS develop a comprehensive strategic frame Cl for operating in 
dangerous environments to: ; 
1. Create a more sophisticated rationale for designating 


associated implications of such a designation; 


and consider the 


3. سا سس ا‎ Spe tiim መ 
4. Clarify Stakeholder roles and paria Lom 
5. Define expectations for and current feasibility of the 
and, 
Pr 0 6. Develop a communications plan between management and employees specifically 
Vis Voy ا‎ me for high-risk deployments. 
A ነ SSSK 
FRO * ፍሬ a 7 ዛው wi irani hes terri tv RN 
رز ره‎ pyt the fluidity of the mandates an 
را0‎ Dp N beg ፍር 2 hd fleki ۸۳ E : 
ESAS p R ‹4 
0۸ ERS 
Ora, O 
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٩۷م‎ Soc 
ACCS OF SED 
TEE Ow An, ER 
ድ Tou OK, SE & VE Os, ማሣር Ans 
s. Og, A ۵6 در‎ 59. 
Orc Ne Y Or ጣድ 
2 The Service agrees with this recommendation. The established ገሬ ier Lo 
training regime in the Service is robust and specifically aligned with re Ar Tre y SU 
Should the be refined, the => AE La 
regime will be adjusted accordingly, taking into account P T A ነ Ay p 
safety considerations. “Pa ፣ 


3 The Service agrees with this recommendation. It is acknowledged that 
communication strategies regarding current, emerging and changing policies and 
SOPs can be clearer and more accessible. 

4. The Service agrees with this recommendation. Roles and responsibility documents 
continue to be developed. 

5. The Service agrees with this recommendation. The roles, responsibilities and mission 
expectations are clear and dependent upon the operating environment and 
will be included in the strategic framework. Numerous strategies are being explored 
to address resource constraints and to continually balance expectations against 
these constraints. irs will not change, given financial realities and ongoing officer 


safety consi 
6. The Service Lah mrendation. It is readily acknowledged that 
improving مل جا‎ requirement and that managers and 
employees alike shói ۲ ۲ ed via “።>* two-way strategies. 
۵7 ا‎ E strives በል E ሥል 
ይ las Ê YE Op, Macy 


vn ed Ce i 
^ 


e Qd EL... 


third-party, non-threat-related communications data. SIE 


Analysis Centre's (ODAC) collection and retention of a fa, SIRO found the 
assessment and management of non-warranted datasets with respect ava gal risks to 
be unsatisfactory, and that CSIS had exceeded its legislative authorities vti ‘spect to section 
12 of the CSIS Act and the Charter, In the second SIRC review, SIRC noted that CSIS had acted 
rapidly in identifying and destroying 70 percent of the metadata, and was satisfied with ongoing 
plans to address the remainder. However, SIRC found CSIS’ definition and guidelines with 
respect to assessment and reporting of third-party data insufficient. 


SIRC Recommendation: 
SIRC recommended that CSIS continue to prioritize the implementation of a robust process for 
assessing the privacy impacts and legal risk associated -— its datasets, particularly with respect 
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PRD ۷ 965 ነው mmendation: 


Pp 
O OC 
; Acc S من‎ ድንን 
PR Y 55 TAS UND i 
Ten 5) ወልዶ En 
E P SCy; E Yo DE M 7 VA ያች 
* ክር ~ AOR SECRETICHO), , 
to rely on its existing legal authority under section 12 of the CSIS Act, bak Feng gp wie Oy 
privacy rights. CRS y A TA SUR 


While the 2016 decision of the Federal Court did not address non-warranted collection of مج‎ ^ 
datasets, the Service agrees that broader concerns raised in the decision have implications for this MA Ty V 
collection. ¿Oy 


The dataset framework introduced in Bill C-59 will effectively address legal risks and potential 
privacy impacts. New processes, systems and policies are being developed to ensure the Service 
is prepared to implement the Bill. This work will be informed by the Internal Audit Branch 
review of the implementation of the 2016 dataset procedures. 


SIRC Recommendation: 

SIRC recommended that CSIS develop a system for assessing the utility of individual datasets 

and that decisions regarding the continued retention of datásets be informed by those 

assessments. Pp, ۹ 
Vs, Por. 

CSIS Response: M "Os ZE ድር 

The Service agrees with the میج 8اه‎ ever, it disagrees with SIRC's 

conclusion regarding the iy of data-añalytiós ai questidós the validity of its assessment 

hy 


methodology-D3 an effective ditens oP تمغ‎ t Mp providing or 
corroborating i igen arcing investigations رز‎ Séfyieg developing a system for 
assessing the utility of liy i ets did. for integratifig’ these dsséssments into decisions 


regarding the retention of ts 
enhanced analytic systems, will allow for vèti 
utility. Under Bill C-59, the process by ich SIS Goy 
dataset, after its initial authorized retention perióđ Sval] d 
the dataset. ۰ Al 


P 
éning requireméntsjandef VAS -59, along with 
i X telaiged datasels based on ¿perational 
further authorization to retain a 
em en operational utility of 
We ድ አ 


3 

Ro. 
Of) 

Dd a OA, 


` operational database that can account for the provenance and access controls on each piece of 


reported data. 


CSIS Response: : 

The Service agrees with this recommendation. Within ODAC data holdings, governance systems 
have already been introduced to track the provenance and life cycle of data elements. Bill C-59 
requirements will further enhance existing access controls, including limiting access to 
designated employees. 


ed that CSIS develop a strategic approach to data collection and analysis across 
ing with respect to data governance, performance measurement and the 
ith investigations. 


x 


CSIS Response: NTS 
The Service agrees with this recommendation. The Service believes that ODAC 4ے‎ its Pr, 
strategic objectives as defined by the 2005 Data Exploitation Task Force. Given the value 0 | 
collection, an enhanced strategic approach to data collection and analysis across the organization 

is imperative. Bill C-59 creates a framework to achieve this with robust safeguards. 


The en banc decision of October 2016 provided definitive interpretation of CSIS obligations 
with respect to retention and analysis, leading to significant efforts to re-align collection, 
retention and analysis to ensure compliance. Efforts are being expended towards effective 


performance measurement. 

SIRC Recommendation: 

SIRC recommended that CSIS purge the dataset from ODAC 

holdings and the operational database, with the exception of records that have been used to 

generate threat-related ys ins uld also take steps to identify and purge any bulk data 

reported in the operati, سن‎ a assessment for non-threat-related records. 
መያ E c 

CSIS Response: | ح40‎ Ec Or 9 

The ServicE A Beate this pers idees of initial collection under 

warrant in Q16 when thi ኢብ dining the legal regime 


pd PA en‏ مت 
investigations. The data i q get of fons “ጣፍ review! oe of the view‏ 
that it would not be in the interest aij ithe results of‏ 
the review are known, but has restrict àdcegs-to on fj. 0 6. ys ፍክ proactively‏ 
da | "7 S 5 UR LA‏ لات advised the Federal Court of SRC’s findings‏ 


ዳረ; 7 ሃሃ i مین‎ 95 
SIRC Recommendation: SOA [Mee as 7 
SIRC recommended that all decisions to retain immediately reportál pli 
documented assessments so that compliance can be verified. 


applicable to ley ፕር سر‎ Fed? کے‎ f$ Service believed that 


CSIS Response: 

The Service agrees with this recommendation. As part of its ongoing business modemization 
initiative, the Service has endeavoured to enhance key functions and clarify roles and 
responsibilities within the organization, as well as establish better case management. These 
efforts are ongoing and will lead to better mechanisms to properly document rationales 
underpinning decisions. The Service has initiated projects to establish a contemporary case 
management system that will assist employees in managing and properly documenting all 
aspects of their operational work, which will support the assessment of all data and information. 


including immediately reportáble datasets that have -— been 


PRO; 
(ary سم‎ i 
tion: 
A رت ےا مت‎ be managed centrally to ensure that they are assessed in a consistent 
cte 


Por. AES ASÍS 
7 Ey,, collected. ^O An, ER 
Ela Se ER / 
Ao, پا‎ U من‎ m AC». OR 
0 CA NEM Loy 
Cago Wro SUR 
SA up’ Pep 64 
IN, On, SON, 
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“Ey ረ 
CSIS — ዳረ po AE 7 O, 
The Service partially agrees with this recommendation. Throughout the revii i /, > Up 
Service was engaged in efforts to draft Bill C-59 and prepare for the new dataset re e 2 PRI La 
Service intends to centralize all but immediately reportable and publically available datas " RS, 
within a single branch which can only be accessed by designated employees, as per Bill C-59. M, 4 NEL 
Immediately reportable datasets are defined in this manner as they have a clear threat nexus and "ON NY 
can be retained in the Service's section 12 database. Accordingly, immediately reportable » 
datasets will not be centralized and sübject to the same access requirements as the datasets that. 
will be retained under the new proposed section 11 datasets framework of Bill C-59. 


Presently, determining whether something is threat-related predominantly depends on human 
factors; however, through the continued use and development of CSIS new 
intelligence platform, the Service will soon have better metrics to assess the utility of 
information from all types of collection. This will include a better understanding of how the 
utility of certain information diminishes over time, which will help inform decisions on 
appropriate retention تج‎ ላ The Service is determined to develop new and updated guidance 
for intelligence professi help them make more accurate decisions about the nature of 
perceived threats, informing di fion فا کے‎ actions. 

M Co. So = OF > T 


መሉ vm 一 
we s Visa سر یم‎ had taken’ tod, rs Mos Anche 4 due to racial prejudice 
based on the complainants nationality, and W aot ón unfounded assumptions. 
SIRC found that CSIS had provided advice to the Caran Be ices ied (CBSA) 
within a reasonable timeframe and had sufficient concerns iti , 

threat to national security. SIRC dismissed the complaint, finding i 


SIRC Recommendation: 

SIRC recommended that CSIS continue its efforts in collaborating with CBSA and linmignition, 
Refugees and Citizenship Canada (IRCC) for the creation of annexes to the respective 
Memoranda of Understanding with a view of i improving efficiency and information sharing in 


their processes. 


CSIS Response: 
The Service agrees with this recommendation. The Service and CBSA resumed work on an 
Information Sharing Annex in 2017 and have had several productive discussions. The Service is 


YE SA comments on the draft, after which the two agencies will work to finalize the 

Ac Annex. The Service and CBSA are also developing a separate annex for 
ዶሬ... ' ፡ 
gon ድር ል) Vc Ihe Serv portions with IRCC regarding the development of an 

"Ot, /ዕ ልው ለ. سے‎ this possibility with IRCC again. 
uit بت‎ GN One 
Lo, LENS E a DE, Ac; ۰ ۷۵ 
Rug Ney Lo, 
Cog MEA SU, 
Line, ERS 
O, 0 
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SIRC Complaint Investigation: The Collection of Information about 25 sd رس‎ 6ጽ፪ ۳ 
Engaged in Peaceful መ Lawful Activities - Complaint Pursuant to Section 4t en 
Act 
SIRC investigated a سے سس‎ pursuant to section 41 of the 0575 Act in which the مہ‎ 
alleged that the Service had investigated groups for their engagement in lawful advocacy, protest 
and dissent activities, and had shared intelligence with other government departments and the 

private sector. SIRC found no evidence that CSIS had investigated any peaceful advocacy or 

dissent, or that CSIS had disseminated information. SIRC dismissed the complaint. 


SIRC Recommendation: 
SIRC recommended that CSIS prioritize inclusive midio discussions with the groups involved in 
the present complaint, where possible, having regard to the classified nature of certain topics. 


CSIS Response: 


The Service agrees with this deles Th ree routine 07.7 
stakeholder red hte ice routinely communicates with Canadians and 
stakeholders to ف‎ ourm pigge of informing and seeking community 
support. 25 Ss; RED 7 

SIRC Coni nai: سید‎ Tags Bi -Qomplaint Pursuant to 
Section ao Hogs AM, = "et 


= 


SIRC investigated a complai êr &ection 42 of th : Acti by a Government of 
Canada employee who net وت‎ E ا‎ te that the 
complainant’s clearance be denied;-titing ‹ አን government ófficials and 
character features as security concerns. The4omp dg ا9943‎ a clearance had been denied 
based on the complainant's and that thé clearance propegs was too lengthy. 


3 


he, and dismissed the complaint.‏ 2 اد لے اس 


SIRC Recommendation: 7 وم‎ 

CSIS, as the centre for the assessment of security clearances should, ድ deems 
appropriate, continue to stress to its client departments and agencies that there needs to be . 
compliance by Minister’s Offices with the Accountable Government, A guide for Ministers and 
Ministers of State. 


iy 


CSIS Response: 
The Service agrees with the recommendation. Under the Policy on Govemment Security (PGS), 
CSIS has a role as a Lead Security Agency to do outreach related to security clearance screening 
and does so through engagement with the Departmental Security Officer (DSO) community 
Pr which functions as a center of excellence. The risk assessed by each DSO and mitigation of the 
بر‎ gisk oP, 4 the clearance falls to each DSO and the role of evaluating compliance with the 
for Security Screening falls to the individual Departments and to Treasury 
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SIRC Recommendation: “ጫርሬ ME) Y Sup 
While SIRC assessed that CSIS actions in this matter were expeditious, in order to dirhii Ri LA. 
possibility of delay in the staffing of positions in Ministers Offices and to ensure compli VEO, ASO i 
with policy conceming exempt staff, SIRC recommended that CSIS arrange to have additional ግና » NE, 
resources available for clearances of exempt staff in times of forecasted political change such as ON 5 
a general election. 7 
CSIS Response: 


The Service agrees with the recommendation. The Service has trained its security screening 
resources to be able to more effectively respond to security screening surges. The Service also 
works with client departments to receive advance warning of surges in all screening areas and to 
establish manageable timelines, 


SIRC Complaint wies ፡።፡ Religious Profiling and Conspiracy — Complaint Pursuant 
to Section 41 of the CSIS Act, PL 
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PESTA 1889 / 2018-02-15 OF, ES ^ VE Mos T سرت‎ 
Up ረ G) 9 to, Sy 
2 A 3 ሟ ። “ለ 
Violent right-wing extremism in Canada and Europe 3ك‎ r. 
comparative analysis . ۱ تہ‎ S - 
INTRODUCTION | 


On 2017 01 29, Alexandre Bissonnette, an individual reported to be supportive of right-wing extremist (RWE) 
views, conducted a fatal attack at a mosque in Québec City. Bissonnette is charged with six counts of first-degree 
murder and six counts of attempted murder using a restricted firearm, and will stand trial beginning March 2018. A 
year out from the Québec attack, this paper considers the threat posed by RWE individuals and groups in Canada 
who go beyond freedom of expression and the right to protest, and beyond criminal acts of hatred, to conduct acts 
of terrorism inspired by RWE ideology. The paper compares this threat to that posed by individuals and groups in 
Europe, where a number of Violent WE xri have occurred in recent years. 


The RWE milieu comprises a complex and “diverse range of سرت ات‎ St و‎ ۳ 
individuals and groups espousing view$con “SSnumber Df., issues ... RWE groups in Canada 
and grievances, including, white 5 (801868 anti- "Semitierh. anti _ 
Islam, anti-immigration, “RO rob, anti govern). ‘afti-law => 
enforcement and cis rong O hers. ‘RW, Es use pL de Ya 
to express their views. In Ca áda,. activities, ‘short, of promoting.  . 
violence are protected by The Cartadian, Chatter. of ‘Rights and ” 
Freedoms, which guarantees the rights of' freedom Gt conscience 
and religion, freedom of thought, belief, opinion and 3 expréssion,-/ 
freedom of peaceful assembly and freedom of association. 7 7 7 ۷7 سم‎ M 


RWE activities that cross the criminal threshold are defined as < 
"nate crimes" if they are found to be motivated by hatred toward an D ae z 
identifiable group as defined in 718.2(a)(i) of the Criminal Code of NO Source: Vice News 

Canada. In order for activity to be deemed an act of terror, a 

further specifier is required with respect to motivation, namely 

being done with the intention of intimidating the public or a segment of the public, with regard to its security or 
compelling a person, a government, or a domestic or an international organization to do or to refrain from doing any 
act (section 83.01 of the Criminal Code). Violent activities by RWE individuals or groups in Canada over recent 
years have not, as far as the ITAC is aware, been identified as having legally crossed the threshold to terrorist 
activity. 


KEY JÜDGEMENTS, 
. Canada's RWE 1 


espouse the use of violence 
m in ۱ support OFthel n 


۱ iei s So 
- ASSESSMENT NOTE ^ - NN 
This report is based on open sourte information’ የ ባኤ 


Canada 


SECRET: 
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The European context 


The RWE milieu in Europe is grounded in anti-immigration, 
anti-Islam, anti-European Union and anti-Semitic stances, 


-SRwE fet ቁ... ہے‎ 
according to open sources. The recent influx of migrarits-to RU En an i E n 


Europe caused by the Syrian conflict has also been used ከ... own of A ፤ i by a 
by RWE groups to promote xenophobic and Islamophobic jeld ہے‎ ۴ was ， 
positions, according to an EU trend report. E Shouing nad 5 Y Bo 2 gon ۳ towards - 


These strong nationalist ideologies have been boosted by 
some political parties that have recently become prominent M o "T ا‎ Pay ል ER e 
hi = 


throughout Europe. In December 2017, Austria became the Thomas Mair during the EU referen n. 
only western European state with a ruling far-right party in was a vocal advocate for Britain to renal) 

. government with the coalition between the far-right Mair was sentenced to serve a whole-life መ dus 
Freedom Party and the conservative People's Party. Far- to the exceptional seriousness of the offence, - 85 the . 
right ideology in Europe has also seen political court believed Cox's murder was committed to advance 
legitimization in the rise of the “Alternative fur Deutschland' a cause associated with Nazism. 


(AfD) party in Germany and the 'Front National' in France. October 2015 — Mayoral candidate tae Reker 
The March 2016 election marked the first time in more than was stabbed as she campaigned in Cologne’s election. 
60 years that a far-right party sat in the federal parliament Reker was campaigning on her support for Germany's 


in Germany, while France’s far-right leader Marine Le Pen "open-door" refugee policy and her attacker confessed 
contested the 2017 French presidential election and to having xenophobic motives and links to the far-right 
attained almost 34 percent of the” سوا‎ xote | in the movement in Germany. 


second round. کیو‎ 

While Europe has Soon legitimate ES کے‎ tightewing political parties, there are also many RWE 
groups throughout Europe’ t hates 502 violent سس‎ O n source porting indicates that this segment of the 
European RWE milieu fs اوہ‎ |, làcks: 0-0 ‘orga ماد ابس انا‎ leadership, and suffers from internal 
conflict, meaning that violent 68:05 primarily carrié ^utby ወክ ‹ or loosely coordinated networks 
or groups. Some recent examples OF RIVE یس‎ Y Europe include: ACF, " 


* Three members of the Nordic Resistance Mos eid were Sentenced in Juy 2017 for attacks in southern 
Sweden targeting newly arrived migrants. The three: wefe’ ۲ jrisible for an unexploded device found near a 
campsite accommodating migrants and a bomb tha serous رح‎ one person in January 2017. The 
members were convicted on a range of counts, including attemípted | murder.. 

* Darren Osborne drove a rented van into worshippers leaving evening prayers و‎ at the Finsbury Park Mosque i in 
north London on 2017 06 19, killing one and injuring 11 others. Osboriie/was convicted of terrorism-related 
murder! and attempted murder. A letter found in the van, which was believed to have been written by 
Osborne, contained a lengthy diatribe with strong racial and political overtones, opposing the presence of 
Muslims and migrants. 

* |n July 2011, Anders Breivik detonated a bomb outside the Parliament building in Oslo, Norway, killing eight 
people. He then shot dead 69 people, mostly teenagers, at a summer youth camp on the island of Utoya. He 
had posted white supremacist and anti-Muslim material online and had sent a 1,500-page manifesto the day 
he committed the attacks. 


vernments have been working to curb the spread of violent RWE groups. According to media‏ وس 
and January 2018, British authorities arrested and charged several individuals under‏ اکا reporting,‏ 
Asco ith the proscribed RWE group “National Action’. In 2016, ‘National Action’ became‏ ا anti-terror aug‏ 
ደ; rani first British RE oan ይከ Jp ,be banned for promoting violence and acts of terrorism. Additionally, in‏ 

ንር Fin لت کی ا‎ athe Nordic Resistance Movement. The group, with roots in Sweden, 
“ates ام‎ 


c 28 AM demonstrators and carried out bomb attacks on refugee centres.‏ ت 
"MAT, ሐል‏ 


ULM De jay 


1 LQ 
' ITAC notes that the chon a 5 
That said, given the varying le station 


been met in each jurisdiction. 8 N, 


it relates to right-wing extremism differs across European countries. 
Fen assumes that the legal threshold for terrorism-related charges have 
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The Canadian Context 
Right-wing extremism has been described as “encompassing a 
large, loose, heterogeneous collection of groups and individuals 
espousing a wide range of grievances and positions, including: 


Police reported violént crimes (6 
threats, criminal hárássment) in 0۵0808 


anti-government/individual sovereignty, racism, fascism, white 2016: 

supremacy/white nationalism, anti-Semitism,  nativism/anti- e Hate crimes were up by 3% from 2015 . 
immigration,  anti-globalization/anti-free trade, anti-abortion, to 2016, but below the number repoited ` 
homophobia, anti-taxation, and pro-militia/pro-gun rights stances." .. in 2009, the year comparable data . 


in Canada, a complex and diverse range of groups and individuals became ipa 


espouse many of these positions. ‘crimes (excluding traffic violations) ` 


“+ ` Hate crimes targeting South Asians hik 


According to research by Dr. Barbara Perry and Ryan Scrivens, "Arabs or West Asians, Jewish FESS 

Canadian academics who study ۲ ving P d Wo a historically *.. population, sexual orientation, were. و‎ 4 

Canada's immigration policy and legi g economic . the rise ERE 

fluctuations, i.e. periods of higher 6 vá M 6ኢ፲ ዓመ “e. ¡Hate crimes declined -— mins in 
00167 


rates, have influenced the RWE milieti 2 و رنه پیت موی‎ 
argues that Canada's ne obrefugees in 20115 ۳ the WASE 35° 
of the Syrian civil war and ême eire d 7" M in Sy ang (aac E FE 2016. = 
has contributed to increasing amer Vin po extremist: ` Hate crimes targeting sexual orientation 
Scrivens also assessed that th einer "2016 p ion of a ^ 4 «ላ inued to be the most violent hate 
presidential candidate who campaigned on’ Ewing Q and h 
white nationalist issues helped galvanize 2. ን 1 r “0 ST 

ሠቀ ¢ / Statistics Canada 
supremacist ideologies, identities, movements and practióhs. ¿Y ur 
According to Perry and Scrivens, as of mid-2015 there were at aac ight' groups operating in the country, 
with a wide range of views and membership numbers. In a description pf Fi ing extremism in Canada, the 
RCMP includes white supremacist, nationalist, neo-Nazi, xenophobic and racist groups. Perry also suggests that, 
in the recent past, an increasing number of people are engaging with the RWE movement online. 


Right-wing extremism in Canada exists primarily, though not exclusively, on the Internet, with members of some 
groups meeting in person. It should be noted that, as in Europe, some individuals associated with far-right ideology 
have had connections to Canadian politics — a number of candidates in Ontario municipal elections in 2014, for 
example. However, the electoral success of such individuals remains limited in Canada. 
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Canadian RWEs engage in threatening activities targeting specific ite goma including refugees, which 


may fall under the definition of “hate crime” under the Criminal Code “ Danada: لم‎ 
E or E ፍ፤ Ta : d Ne Aly, En 7 
رت‎ hig, SE "Op, ACy ጭሎ 
OU pe^ OREN را‎ Mar ር 
ድረ TESA ERI, Oy Pap, , some 
examples of acts of serious violence include: to y TE Meu U D 3 ACF, Do ہ۸‎ 
رر‎ Mee e LA 1 


in Québec City. Six people were killed and 19 injured. On the anniversary-of 6۰) mb Prime 
Minister issued a statement describing the event as a "terrorist attack against all Canadi m nt to test 
our resolve and weaken our values,” and voiced the resolve to fight Islamophobia and al ms, ቶከ tred and 
discrimination. “ATO 2 


* |n June 2014, 24-year-old Justin Bourque, who had espoused anti-authority, anti-law enforcement views, 
shot five RCMP officers in Moncton, New Brunswick, killing three and seriously injuring two others. 
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CRITICAL ۹ 06. 10 ^; HIGHLY LI t 

65:2: L m ፡ | GGUED OCCUR سا‎ £1, 
2 r ES 1 

HIGH ` E "us ton aci dF terrorist is 
: ITAC assesses متس دس‎ ጠጠ 

MEDIUM . COULD OCCUR. WE 

LOW à ITAC assesses that a violent act of 4 

、 POSSIBLE BUT UNLIKELY. 
VERY LOW ; ITAC assesses that a violent act of terrorism is 


HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no warning. 
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Violent right-wing extremism in Canada and | 7s LAS P LA 
INTRODUCTION ROTE: 


On 2017 01 29, Alexandre Bissonnette, an individual reported to be supportive of right-wing extremist (RWE) ` 
views, conducted a fatal attack at a mosque in Québec City. Bissonnette is charged with six counts of first-degree 

murder and six counts of attempted murder using a restricted firearm, and will stand trial beginning March 2018. A 

year out from the Québec attack, this paper considers the threat posed by RWE individuals and groups in Canada 

who go beyond freedom of expression and the right to protest, and beyond criminal acts of hatred, to conduct acts 

of terrorism inspired by RWE ideology. The paper compares this threat to that posed by individuals and groups in 

Europe, where a number of violent RWE attacks have occurred in recent years. , 


The RWE milieu comprises a complex and diverse range of 
individuals and groups espousing Views, on a, umber of issues 
and grievances, including white suprematy, antSemitism, anti- 
Islam, anti-immigration, homophobia, afiti- government; *nti-law 
enforcement and racism, a among others. "RWES. "ube ás 
means to express their کے‎ MES nada, activities SHOR; of ^ NES 
promoting violence are ad’ by Canadian Chatter, ofc " ብ 
Rights and Freedoms, which guaran eas ne ihe gf. freedom o77 A 
conscience and religion, freedom o ought. , Bêje, opinion and 
expression, freedom of peaceful assembly: and ት ፌቅ ^^ 


association. ic 2 vs - 

RWE activities that cross the criminal threshold are P as: T ብ 

“hate crimes" if they are found to be motivated by hatred toward ' - a, Ys ሃራ 

an identifiable group as defined in 718.2(a)(i) of the Criminal "A OS 


Code of Canada. In order for activity to be deemed an act of terror, a further’ Specifier i is required with respect to 
motivation, namely being done with the intention of intimidating the public or a segment of the public, with regard to 
its security or compelling a person, a government, or a domestic or an international organization to do or to refrain 
from doing any act (section 83.01 of the Criminal Code). 


KEY JUDGEMENTS 


* Canada’s RWE milieu espouse the use of 
violence in support of their goals. 


; Ov Slo, Oca 
LoS > Na ب77۸‎ eed U, 


its context O 2 ር PR, OER ን. 3 
ddp, Europe. وه‎ pt “Sfiti-immigration, anti-Islam, anti-European Union and anti-Semitic 
Fre to ን ኤላ 'áBen sources T ከቻ አ of migrants to Europe caused by the Syrian conflict has also 
been use YR = Groups promote X pho land, lslamophobic positions, according to an EU trend report. 
Sup, ^ A 
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There are many RWE groups throughout Europe that espouse ES Span ource reporting indicates 


that this segment of the European RWE milieu is fragmented, Jacks consistent 


suffers from internal conflict, meaning that violent RWE a 


coordinated networks or groups. Some recent examples of. Qs اریت‎ pum due. 


* Three members of the Nordic Resistance Movement 
were sentenced in July 2017 for attacks in southern 
Sweden targeting newly arrived migrants. The three 
were responsible for an unexploded device found 
near a campsite accommodating migrants and a 
bomb that seriously injured one person in January 
2017. The members were convicted on a range of 
counts, including attempted murder. 


* Darren Osborne drove a rented van into worshippers 
leaving evening prayers at the Finsbury Park 
Mosque in north London on 2017 06 19, killing one 
and injuring 11 others. ¿Osborne was convicted of 
terrorism-related murder! and attempted murder. 


* |n July 2011, Anders Breivik detonated a bomb 
outside the Parliament building in Oslo, Norway, 
killing eight people. He then shot, dead 82 people, 
mostly teenagers, at a summer youth 
island of Utoya. He had posted white. Stpremac 


and anti-Muslim material online and “had seria ' c 


1,500-page manifesto the- be. committed me 
attacks. ` “OU ፡ €S 


۷٢ 
European governments have Sici Cb, ¿the 
spread of violent RWE groups. Acc "(es me 
reporting, in September 2017 and ከው ቁ 018. Ba, 
authorities arrested and charged several individuals ‘ur 


مه 


anti-terror laws for associating with the proscribed RWE ታ Cy 


group 'National Action'. In 2016, “National Action' became 
the first British RWE organization to be banned for 
promoting violence and acts of terrorism. Additionally, in 
November 2017, Finnish courts banned the Nordic 
Resistance Movement. The group, with roots in Sweden, 
attacked LGBTQ events, clashed with anti-racist 
demonstrators and carried out bomb attacks on refugee 
centres. 
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in LET i‏ یسکس 
inthe mayor of the `‏ 
ል aee who fas by. a.‏ و 
pelicy wards‏ 552 
A. TES: 5‏ 
July 2016 — British Labour Party Member of Parlament i‏ 
(MP) Jo Cox was shot and stabbed to death: by‏ 
Thomas Mair during the EU referendum campaign. “Cox `‏ 
was a vocal advocate for Britain to remain in the EU.‏ 
Mair was sentenced to serve a whole-life sentence due‏ 
to the exceptional seriousness of the offence, as the‏ 


court believed Cox's murder was committed to advance 
à Cause associated with Nazism. ， 


ፈ 
Mop 2077 
western German town’ 
man wielding a 30 پا‎ 
shouting criticisms of pri 
asylum seekers. | 


October 2015 - Mayoral candidate Henriette ጽዕይው 
was stabbed as she campaigned in Cologne's election. 
Reker was campaigning on her support for Germany's 
*open-door" refugee policy and her attacker confessed 
to having xenophobic motives and links to the far-right 
ucc in Germany. 


HM ኑ, 


7 ዞ4) ኮር AC. Hate crimes in Canada T3 
y Poli crimes (6. g. assault, threats, 
2 inet ssment) in Canada — 2016: 


Below the number reported in 2009, thé yi 
e data became available su 


less than 0.196 of crii -‏ سس 
«T hog iolations) E‏ 
e Hate cri 4 targeting South Asians and Aral 8 or‏ - 


West Asians, Jewish population, سس‎ 
oriefitation, were on the በ59 : 
.9 Hate crimes declined against Müslims à in 2016. 
9 Increased violence in hate crimes in 2016. 
e Hate crimes targeting sexual orientation 
continued to be the most violent hate crimes. 
Source: Police-reported hate crime, 2016 Statistics 
Canada 


1 crimes were up by 3% from 2015 to 201 


;;Right-wing - 


as "encompassing a large, loose, heterogeneous collection of groups‏ ان مج ها 


bem" as موی‎ „of grievances and positions, including: anti-government/individual 
EU Xr whi Ame mácy/white nationalism, anti-Semitism, nativism/anti-immigration, anti- 
e, anti ion اع‎ phobia, anti-taxation, and pro-militia/pro-gun rights stances." In 
rama rper SEGUE range "irap j L^ ጠጪ espouse many of these positions. 
رت‎ 


1 ITAC notes that the defi تس‎ > lUrelates to right-wing extremism differs across European countries. That said, 
given the varying legislation, ITAC መይ iod legal threshold for terrorism-related charges have been met | in each 
jurisdiction. 
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According to research by Dr. Barbara Perry and Ryan Scrivens;': adian- መ who study right-wing 
extremism, historically Canada's immigration policy and legislation, as well 85 ecofromi em i.e. periods of 
higher unemployment and inflation rates, have influenced thé RE. milieu ‘in CA ተ argues that 
Canada's acceptance of refugees in 2015 in the wake cf thé Syrian "አብ war and emergen کا‎ tf e (pes H in Syria 
and Iraq, has contributed to increasing momentum in night iN Fete, St: رہ‎ TAND 
2 


According to Perry and Scrivens, as of ۱111-2015 there were at least feb Steck 3 me. “ሕረ col 
with a wide range of views and membership numbers. In a description of right-wit m in Canada, the 
RCMP includes white supremacist, nationalist, neo-Nazi, xenophobic and racist grodps. | ۵۷2 iso سی‎ that, 
in the recent past, an increasing number of people are engaging with the RWE movement ! ሀሀ. € 


- 
Right-wing extremism in Canada exists primarily, though not exclusively, on the Internet, with metan: df some 
groups meeting in person. دد‎ 


RWE groups in Canada use various, m Poit, -i to convey their views; for example, staging pron actions or 


expressing hate online. 0 PRO 
While some Canadian RWE activities 6991 us سد ما‎ of "hate crime" under the Criminal Code of 
Canada, PR t ልሁ 


ሥኒ O JA xi Sp ዴራ 
oy Toy, SE gy, D ያ 6 
Eas some rails o nv of የ0995 C i Violence l include: 


* On 2017 01 29, 27-year-old T Bike ዘሬ shat! bist ai the o rende Mosquée de Québec, in 
Québec City. Six people were killed and 19 injuféd-- n thre anni Vers way of the attack, Canada’s Prime Minister 
issued a statement describing the event as a “terrorist attack against al Canadians, meant to test our resolve 
and weaken our values,” and voiced the resolve to ‘fight: ا یا‎ 8 and all forms of hatred and 
discrimination. VE, 


€ S 


* jn June 2014, 24-year-old Justin Bourque, who had espoused anti-authorty, antidaw enforcement views, shot 
five RCMP officers in Moncton, New Brunswick, killing three and seriously injuring two others. 
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Oy So Or AC. Oe 
HIGH : 7. > M that 9 violent act of terrorism is 
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MEDIUM : 


^h - > e PM ۹ 
ITAC assesses that 4 2107ھ ۶۴ص۷۵‎ 
COULD OCCUR. "Ou, v, 


LOW : ITAC assesses that a violent act of terrérism is 
; POSSIBLE BUT UNLIKELY. ۱ 


ITAC assesses that a violent act of terrorism is 
VERY LOW : HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ¡TAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no warning. 


HANDLING INSTRUCTIONS AU ew UP 
This document is the property of the Integrated Terrorism Assessment Centre (ITAC). Prepared by ITAC, it is derived from various 


source® with information effective as of the date of publication. It is provided to your agency/department in confidence and may be 
further ed ተወ) agency/department to those with the need to know. It must not be reused in any way, in whole or in part, 


r. 
ነ ኒን 4 M 

a Any feedback hatte dide j SD to ITAC at aa 
PES < Arr : à JEN ' 

“Omni os ን 2 eh ay ject to mandatory exemption under the Access to Information Act or the Privacy 
E Pr (9 Bion or intell y deo. acted by the provisions of the Canada Evidence Act. The information or 

h e di 659፡፡ 5 ge without prior consultation with ITAC. . 
^ S A Dr», WO ES A 
LA ; » Ac, 7) UA 7ر‎ WD ۱ : 


3103(18/09) 


C 


3103(18/09) 


Intelligence Assessment AD Os OCE 
Évaluation du renseignement - its "hye UND. 
ድ...” O e Iva SR 
ር515 5 o, PE سے‎ IIA 


CSIS IA 2016-17/43 ۱ Se Ga,“ (590170207 
Right-Wing Extremism in Canada: a Preliminary Assessitient n] 
liri ብ 


Key Assessments 


der ች‹ዙሞ“ችሞ e va dp E. 
A کچ ھ بح‎ 


T> 
E 1 : H 
وف یت مک‎ ጁ دک ئک وی مہ و ا فو‎ ado 
یی‎ ;counts-of í መድ መ 

a 


counts.o‏ وط 
fives‏ 


2 

Ac EM, Loy ^ رو وی وت‎ 
ርር Nro SUR 
ور ارگ‎ La 
Une ERs 
On, “On 
7 Ary / s 
8م 0م‎ 


Page 0 


SECRET 
CSIS IA 2016-17/43 
© ےت‎ SS 2017 7 


Violent Right-Wing Extremism: More than 
Just Hate ^» 

CT 
1. Right-wing extremism in Canada includes 
a complex range of groups and individuals 
espousing a broad range of issues and 
grievances including: white supremacy/white 
nationalism/white religion, anti-Semitism, 
homophobia, nativism/anti-immigration, anti- 
government/anti-law enforcement and racism. 
Within this range of groups is a subset which 
either overtly, or under the guise of non-violent, 
cultural or religious preservation, focus their 
on-line hate towards Islam, Muslim immigrants, 
multiculturalism and those Canadian politicians 
who are seen as supporting Muslim-friendly 
legislation. 
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Historically, ስ 
has been infrequent, 1 


S re more than a thousand hate- 
driven incidents reported to police in Canada each year: N “Fo Pay, 


47 ۸۷ ea 
Hate Crime in Canada » 


3. According to the most recent statistics : 
produced by the Canadian Centre for Justice Manifestation o! inet 
Statistics (CCJS)', there were 1,295 cases of 3i 
police-reported hate crime in 2014 as compared 
to 1,165 in 2013 (representing an increase of 

11. 29%) Toronto, Montréal and Vancouver 
reporte ber of incidents in 2013 
and 201438; 


[ in ‘an 8 
2014 (froi Stat 25. ጋራ 
rly) በ፲ , 


1 The Canadian Centre for Justice Statistics’ us) in co-operation with the policing community, collects police- 
reported crime statistics through the Unifortir ጋር Survey (UCR). The UCR Survey was designed to 
measure the incidence of crime in Canadian society and its characteristics. (U) 
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4. In Québec City, the number of police-reported hate-crities ihereased fom 19 in 2013 to 
50 in 2014. On a per 100,000 population basis; incidents. increased from 2.4-18 2013 (below the 
national average of 3.3) to 6.3 in 2014 (aboveshe nitions | average of 37). AC » 7۸ 
Ok, OE ር... Md re AG 
5. While there has been an increase in the number of police Teperteif hater rimes nationally)” z^" 
the number of incidents per city varied, and in some cases decreased. Refor ai ete-crime i xu 
Montréal increased by 9.9% from 2013 to 2014 (and approximately 69% between, 2013 
2016). The Toronto Police Service experienced an 11.5% increase during the same period "ut 
witnessed a decline of approximately 8% from 2014 to 2015). Collectively the majority-of °C», 
police-reported hate-crimes were motivated by hatred of a religion (primarily Judaism and lam): E 
or ethnicity (Black, Arab/Southeast Asian). (U) "ES 


Right-Wing Extremism in Canada 
Right-Wing Extremism in Canada to 2006 


6. Right-wing extremism and the resulting violence 

are not new in Canada. The country's first race riot 

occurred in Nova Scotia in 1784: Racial segregation 

was legalized in Ontario schools 11849709 Se 

numerous acts of right-wing violence ዕርፎህ ed ágai SEN. e 
Chinese and J apanese, if i rafts’te,British Cotum LCD This 


during the late 19% and ‘early 26" entries, Dot to “ማሸ S. 4 


mention the range of discriminatory tegislatiot , AND, 
targeting Canada’s Indigenous popifátion. ^E ۳ “cm “OR 
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2 Neo-Nazis borrow etes de? uro including ultra-nationalism, racism, ableism, xenophobia, 
homophobia, anti-Semitism, i (4665. s Poürth Reich. Holocaust denial is a common feature, as is 
incorporation of Nazi symbols and ያየና dolf Hitler. Racist skinheads may also be neo-Nazis but are more 
prone to extreme violence towards non-whife immig nts as well as anti-racist activists and non-racist skinheads 
1 à "177 La 
whom they consider traitors. On (de 
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terrorist attacks, and through the use of racist psig an intenet; 775 م‎ Mor. 
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Right-Wing Extremism in Canada Since 2006 ٩ و‎ lab be 
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Many of the groups identified in 2006 have disbanded Mar, Els 


Despite these limitations there have been numerous 
incidents of violence perpetrated by right-wing extremists since 2006. 


10. There has been a significant growth of on-line 
groups (such as on Facebook) since 2006, focussing 
on a broad range of extreme right-wing positions, 

including white supremacy. Pp 
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Anti-Government, Anti-Police Ideology 


18. ۱ a sub 
set which holds extreme anti-government, anti-law 
enforcement views. Often referred to in Canada as 
Freemen on the Land (FOTL), the ideology originated 
in the United Sates within the much more violent 
Sovereign Citizen Movement and is often linked to 
various US. militia groups. Generally speaking, 


Freeme ® ent as a corporation, and 
an divite SOx ip to it as contractual. 
"Roy Therefore, 8 fae, gy assert that 
Er, ey de hg right Sepa: ا‎ from the 
“boys or renegotiate’ Mair retácionship with it. In 
or cbt vee in in ubmit 
a “claim 0 rights "any egisla ed governmental authority of their choice. In their view, this act 
permits an individetht 9, an being” who lawfully revokes or denies consent to be 
represented and governi d ها‎ ፍስ free of all statutory restraints. 
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19. This applies to almost all elements of their lives. For example; adhereñis deny the 


government (or the Crown) the authority to 1658, cs, require drivers Licenses, of register 


weapons. Er, EC y Vises IV Thy 
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Right-Wing Extremism in Québec Ya, 


21. Media reporting from January 22, 2017 suggests that hate crime in Québec increased 
by almost 40% from 2013 to 2014, while the incidents of reported hate crime in Montréal 
increased by approximately 69% from 2013 to 2016. 
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cases featured in the media, including the discovery of the Nationa? Socialist Underground in 

` Germany, Anders Breivik’s attacks in Norway; a string of serial murders of Romá and ethnic 
minorities in Hungary and Sweden, and the 2016 murder of: ‘British Labour Party politician Jo 
Cox by an ultra-nationalist. right-wing Organizations in Européare more | 
openly affiliated with registered political parties. Far right politicak:parties such as the Front =- 
National (France), Alternative fur Deutschland (Germany), Party for Freádem (Netherlands), 
and Golden Dawn (Greece) promote policies which appeal to the broadet rightwing extremist 
milieu. In Germany, for example, various fringe neo-Nazi groups continue to'engage ift serious 
acts of violence against visible minorities and recent immigrants/ asylum seekers. Other.extréme 、 
groups such 85 PEGIDA have attempted to capitalize on populist anger on a range of ۱55006577 N 4S 
including globalization, immigration and multiculturalism. In 2013, Germany’s domestic 
security agency estimated that there were almost 22,000 far-right extremists in the country, with 
roughly 10,000 considered potentially militant. The Federal Office for the Protection of the 
Constitution reported 1,408 acts of far-right violence in 2015, compared to 990 in 2014. 
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: COULD OCCUR. a 
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LOW : : ۱۳۸۵ assesses that a violent act of terrorism is 
1 : POSSIBLE BUT UNLIKELY. 


: i : ITAC 0400 that a violent act of — is 
VERY LOW : ፡ HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups, ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no warning. 
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OBJECTIVES 
1. This threat assessment updates the Canadian National 
Terrorism Threat Level (NTTL) : ፡ ^n 
last published on 2017 01 19 - ITAC 1706-E. 


Methods 
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P. 
Global Cá p^ is or Inspired, Domestic Attacks Continue: Sunni extremist propaganda continues to call 


on Westen- iia to 'become martyrs and attack in their homelands. DAESH continues to invest 
z n; ¡campaign i in an effort to grow its global support base, and similarly AQ is 
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ኪራ ops 0 n to tradi | ከ rd-taf $, supporters are encouraged to attack local, public spaces using‏ 


as iy ee in, "ut e 2017 London Bridge and Borough Market attack in the UK. On‏ ام 


m 2017 to WS Telegram ር cl inel affiliated with DAESH, published two statements warning 
the "crusa ቋና ከር a نہ‎ 2: ^ carfiéd out by "thousands of lonely [Le. lone] lions." The channel called 
on Muslims living 前 :the Su "rance, Britain, Canada, Belgium, Australia and Italy to avoid shopping 
centers, roads and par! ت 1ئ‎ d as "targets for the soldiers of the Caliphate." 
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Canada continues to be named periodically in ۶ 
DAESH propaganda. Issue no. 9 of Rumiyah -- 
(DAESH's propaganda publication) , 
recommends attacking soft targets such as 
night clubs, movie theatres, busy shopping 
malls, popular restaurants, concert halls, 
university campuses, public swimming pools 
and generally any busy, enclosed area, in 
order to maximize the potential for hostage- 
taking and mass casualty shootings. In 
February 2017, AQ's Global Islamic Media 
Front (GIMF) released an English translation 
of a kidnapping guide, possibly written in late 
2000 which details the benefit of and the 
tactics of kidnapping Westerners. 
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VERY LOW . ۱۲۸۵ assesses that a violent act of terrorism is 


: HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no waming. 
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150" Anniversary of Canadian 
Confederation is to be 
Celebrated across Canada 

throughout 2017 


OBJECTIVE 


1. This threat assessment updates the Canadian National Terrorism Threat Level 
(NTTL) and the threat to uniformed personnel, last published on 2016 07 28 
(See ITAC 16/116). Since the NTTL was last raised (to MEDIUM in October 
2014), transnational terrorist groups such as DAESH, Al-Qaida (AQ), and their 
affiliates continue to pose a persistent threat to Canada and Canadian 
interests globally. Of further concern is the ongoing threat from extremists in 
Canada who continue to aspire or plot violent acts of terror 


-ASSESSMENT NOTE 


^. This assessment is based on all-source information 


e Canadians have travelled abroad to conflict zones to support terrorist groups, and returnees to Canada could 
pose a significant threat due to acquired training and enhanced credibility in the eyes of fellow radicalized, or 
radicalizing, Canadians. This perceived standing could enable them to recruit and encourage other aspiring 
violent extremists in Canada. Those Canadians whose attempts to travel abroad have been thwarted also 
represent a threat, in that they could redirect their efforts to carry out attacks at home. 


e As DAESH loses territory in Syria and Iraq, the death and displacement of foreign fighters is to be expected. 
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3. Canada-based Extremists: Extremist ideologies, such as those espoused ig OE سوا‎ affiliates, 


have resonated amongst some Canadians. Vc, 
Og, ۷۸) 
ኝ May. Ela 
on, 5 


Extremist propaganda regularly exhorts listeners to 
carry out attacks at home using commonly available weapons, and such messaging has found traction with some 
Canadian extremists. 


4. Calls for Homeland Attacks Resonate: Aaron 
Driver's thwarted attack reiterates the increasing 
threat of lone actors inspired by extremist 
propaganda such as the Rumiyah, Dabiq, and on Driver in Strathroy, ON, an individual who was 
Inspire publications. Despite ‘Being restricted ond for suspected links to terrorism. While att 
under a Peace Bond, Driver utilizéd> .weficus ith an explosive-laden backpack, police intercepted 
ComSec measures to maintain an: then fatally shot after attempting to detonate the IED. 
presence, which enabled him to devéláp: 20 
Improvised Explosive Day ۷ MED). Driver's 
alleged intended target was, ah 8859 cured public 
area (soft-target), during r tour, ánd mbantip.- 
inflict maximum injury and damage; -he ۵0 
recorded a pledge of allegiance video” 55. ሕ 
DAESH could claim responsibility. See text box 
entitled 'Aaron DRIVER' for more details on 
Driver's actions and DAESH'sclaim. = | DAM 966م‎ 
including AR nd BiB, 3 508 an Radio ye pee shortly after thë 
ዘ incident. The Es i መ eda as ሠ to that used in past attacks 
(such as ín the Franci Germanys ind Belgium-based attacks) stating 
that the operation was Cálfied out in response to calls to target 
coalition countries. 
Image Source: SITE Intel Group ۱ 
6. Canadi ist Travellers and Returnees: The number of Canadian extremists who have travelled abroad is 


currently ' ptet Ab, with approximately ^ having since returned to Canada While 
Canadian extre ists dise ۱ o to support terror groups in many countries, Syria and Iraq maintains the ` 
highest concentration OF Can Fei چس‎ at this time. 


۳۴ 
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Any 


8. Other Tai ài TE cafes 8 who eri (eg to travel to, a conflict zone, but are unable to do so, may 


redirect effo ack in ónture-Rouleau (2014), Bibeau (2014), and most recently 
Aaron Driver, all مغ ا‎ ire 2 Oad to ጆስ à terrorist group before deciding to conduct a domestic attack. 
Since the last NTTL u Me have s arrested and issued peace bonds with several individuals that the 
RCMP believe have the 09 lo, a  ferrorism-related offence. (See text box entitled Canadian Terror- 
related Arrests in Canada: July-Decef Boro 
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0... Abroad: The success of anti-DAESH coalition activities "iR jid support to the current operation to 


reduce the group's grip on Mosul, has directly affected DAESH's stru بعد‎ tefritaral control. DAESH has lost 


a vast supply of economic resources and as of December 
2016, open sources report losses of around 50 percent of 
DAESH territory in Iraq and over 20 percent of tertitory i [በ 
5ሃበ8. 72 


ን e in DAE Saone ~ Change 
Radian! ia S 
ESHis- former, okeaperaly ው head of 
external و‎ E uhammad al-A€ 
died i in ri یل‎ 
(See TH 16/132: Seid in ون‎ often 
specifically named ` Cafigda,”. ጋ Ae ^ 


10. DAESH Strengthens Global Campaign for Inspired, 
Domestic, Lone Actor Attacks: ITAC notes an ongoing 
shift in DAESH rhetoric since the last iteration of the NTTL, 
which has intensified the call on supporters and followers 
to instead join the 'virtual caliphate', by remaining in the 
West and carrying out domestic attacks on behalf of 
DAESH. Guidance on plotting and conducting a lone actor 
attack goes as far as to provide systematic steps to reduce 
the chances of detection by security agencies (such as 
employing ComSec measures and dressing in the style of 
a Westerner). DAESH also requests would-be attackers to 
send a pledge of allegiance via eo, or affix a note to a 
victim or other such means, to fable. DAESH to claim 
responsibility post-attack. | “Un s Le So. 


0 
11. This Campaign for np gotor i attacks t6: find traction amongst DAESH supporters 


Since Adnani's death, DAESH و‎ 8 
affiliated media have continued to enedurage 


death. 


Canada, 
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a on 30 August 2016 


lone actor attacks, vowing revenge for Adnani's 


e While Adnani's replacement, Abu al-Hasan 
al-Muhajir, is yet to specifically mention 
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. DAESH's RUMIYAH Magazine 
Arabic for “Rome”. - DAESH's. Jatest multi-language [but non-Arabic) 


magazine has beén publistied monthly. since September. 2016 by the Al- 
Hayat Media Centre, and appears: ^to; have) replaced DAESH's -Dábiq 
magazine. Rumiyah more closely reseinbles AQAPS ‘inspire’ AD in 
that it seeks to radicalize and influence readerahig | 19 በሐ small- scale 
terrorist attacks against the West. 3 


14. Shia extremist groups, such as Hizballah, continue to pose a ለው can r although to a lesser extent than 
Sunni terrorist groups such as DAESH, AQ, and their affiliates. 
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17. Weapons of choice bins sem t on whether the extremist has assistance and access to advanced 
weaponry (such as deu ier S ساس‎ guns). Recent attacks indicate that multi-pronged attacks 
by IED, suicide bombing, arid e rms are common for directed and coordinated cells of operatives, 
especially in Europe; whereas inspire A iid Canadian extremists — use small arms, bladed 
weapons, or a vehicle. 
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20. 
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Recent propaganda by DAESH, AQ, and their affiliates po promote attack techniques of lower 
sophistication against the West and have provided specific advice e and guidante.on v vehicular ramming and 
bladed weapon attacks, including the styles of knife deemed most effective and. deii attack an individal to 
exact the most harm. DAESH' s 'Rumiyah' magazine fias beer'tunning an article entitled 7۴ Tactics' that 
provides specific instructions and guidance on how ومع رم"‎ tepk with a bladed سا‎ "firearm, and 
vehicle. See textbox entitled DAESH's Rumiyah Magazine 61069 atien, 


Online forums and Islamist propaganda are also encouraging the se of e-Boíne IED BE) in opgan 
countries. የያ.›. PNE i ረ 0 


... 40 


ITAC notes that VBIED-specific capabiliies amongst terróriét-groups መሸቋስ unrealized 
in Western countries (the September 4, gas-cylinder France-based attack was foiled ' ۷+ ግ 


Since the NTTL was raised to Medium in October 2014, complex attack capabilities, including those related to the 
use of chemical, biological, radioactive, nuclear, or explosive (CBRNE) materials, have not been realized in 
Canada (Driver's plot is considered disrupted and therfore unrealized). 


the encouragement and guidance on attacks using simple weaponry is an attempt to increase 
the confidence and effectiveness of lone actors who would otherwise be less capable of conducting a terrorist 
attack. 


. while domestic extremists may seek to conduct a copycat attack such as 
Driver's suicide-IED attempt, the primary terror-related threat to Canada is via lone actor with a bladed weapon, 
single firearm, or a vehicle. 


9. 9 spaces and soft targets remain the primary vod * for مهف‎ py "both. DAESH and those inspired by 


DAESH propaganda. Trending targets include football stadiums in 


bars and clubs, downtown areas, and public markets, including during the rush ‘Hour’ peri 


Major Europe 


889 Middle Eastern countries, 
, An increase in threat 


reporting during the holiday season against اس یت بی‎ jd public” targets 请 Western, cc Countries also 


occured this winter. 0 > 


22. 


highlights such a threat. 


while the volume of threat reporting typically increas 


does not guarantee an increase in attacks. Terrorists. have; "howevér.- opportunistically < 
attack mass gatherings such as malls or open markets. The Berlin Shenae naret 


CEU ረጅ 
ses during any holiday hon, ' ዎች 


ርያ on 2016 1 
Su, 
۸ 
4 Ling: می‎ 
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24. Uniformed personnel such as military, security and law enforcement personnel have specifically been targeted 
by islamist extremists both abroad and domestically, as made evident in successful domestic terrorist attacks and 
foiled attack plots over the past few years. Since the last iteration of the NTTL, calls for attacks against various 


uniformed personnel and their نا‎ a ር. NM with regular 


of the target's symbelic 
that focus on tradition 
achieve success do 

chance of detectibility, in prr 


appeal, DAE 
este ug. 


~Ar 


4 | 
ዳ Evo, ^ 


centres). 


fes acu Still intends‏ ات 


"IA 


,heig 008 ای‎ 


frequency in extremist propaganda. 


directed plots as being less likely 


۰ 


V AQ 


Qr 


while DAESH vación aired attack against Western coalition countries regardless 
to direct more complex attack plots 


to 


e ‘coordinating such attacks and the greater 
rion mone oppor attacks ا‎ ad public spaces and soft targets. 


7 
domestic ውሩ arê ikely 6 PETIR target کٹ‎ uniformed personnel and related 


installations in neighbourhoods that are familiar’ to, و‎ ተድ) police stations and military recruitment 
54 


25. Canada's 150 Anniversary Events: On 2016 12 31, Canada * 
launched year-long celebrations to commemorate the 150^" 
anniversary of Canadian Confederation. The October 2014 
attack in Ottawa, the November 2015 attacks in Paris (which 
included the Stade de France stadium), and the July 2016 
attack during the Bastille Day celebrations in Nice, France, are 
noted examples of directed and inspired attacks that targeted 
open-area sporting and special events. Such outdoor public 
events, which cover a large geographic area where large 
crowds move fluidly throughout, remain attractive targets for 
groupa to amass large casualties in a very short period of time, 


and witi Melaye oe 
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2016 


On io 36. pro-DAESH  al-Wa'd 
Foundation released two posters threatening 
future attacks in Canada: the first, depicting a 
DAESH operative and wolf watching the city 
of Toronto burn (above) stating "O worshipers 


| of the cross in Canada, now now fighting came, 


our wolves will come to you from where you will 
not know so you won't enjoy life". 


| Source: SITE Intel Group 


yber Threats and Technology Mie P Ege 


26. Extremists continue to take advantage of various technological (Advances -5ሀ6ከ as, message encryption 
applications (Telegram) and other platforms (the Dark Web) to.prevent secirity ágenciés from accessing their 
online communications and propaganda dissemination. For examíile,-in SeptembDér.2016;:a pro-DAESH hacker 
created a ZeroNet webpage, which functions as a 'sérverless, -pest-to-peer nebWork..croWdsoulced by the 
BitTorrent network. On its own, ZeroNet does not provide anonymity ታቸ ዚ can Be configured 017 through TOR. 

M رق‎ ወ ለአር” ረ Lp ~ OFS 

27. Pro-DAESH groups continue to relay ‘tips and tricks’ and share security, manu T other attack-plot 

development information, such as kill lists, photos, maps, innovative attack ideas, end otirerdetaifs on potential 

targets to incite would-be attackers to wage jihad on behalf of DAESH. For example, ۵02016 12;04, the United 

Cyber Caliphate's official Telegram channel released (in Arabic and English) contact information for,thousands of 

small businesses, including some personal addresses of employees, for their BLACK DAY USA BY UGC? 

hashtag campaign. The list included 144 entries for Canada, including several in Greater Vancouver. ws 


Terrorism Threat Levels for Canadian Tran 


PA T» 
29.Various jihadist propaganda and online materials Continue to consider various transportation hubs as possible 
targets for attack, including all three transportation modes: rail, maritime-and aviation. For example, in October 
2016, a pro-jihad book was disseminated oniine that identified ወዬ ا‎ and security-related impact of an 
attack on American and European seaports. The book details Various “American and European ports by 
importance and trading size, and advises on how to: take a ship hostage, 'équip a vessel with explosives, target 
another vessel for ramming or by missile, etc. and recommends an explosive laden-sea vessel, driven by suicide 


bombers, against targets including the Suez canal where Canadian flagged vessels are likely to port. ۱ 
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; ፡- ITAC assoases that a violent ወር፤ of terrorism 
MEDIUM ; : COULD OCCUR. En ዓይ نا‎ A 
- “Or > Vr 
LDN ` - ITAC assesses that a violent act ôf terrorê is 
: à ; POSSIBLE BUT UNLIKELY. 20... 
VERY LOW : : ITAC assesses that a violent act of terrorism is 


; HIGHLY UNLIKELY. 


۱۲۸۵ uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no warning. 
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THE NATIONAL TERRORISM 


THREAT, LEVEL jFOR CANADA 


150" Anniversary of Canadian 
Confederation is to be 
Celebrated across Canada 

throughout 2017 


OBJECTIVE 


1. This threat assessment updates the Canadian National Terrorism Threat Level 
(NTTL) and the threat to uniformed personnel, last published on 2016 07 28 
(See ITAC 16/115). Since the NTTL was last raised (to MEDIUM in October 
2014), transnational terrorist groups such as DAESH, Al-Qaida (AQ), and their 
affiliates continue to pose a persistent threat to Canada and Canadian 
interests globally. Of further concern is the ongoing threat from extremists in 
Canada who continue to aspire or plot violent acts of terror 


CANADA 150 
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e Canadians have travelled abroad to conflict zones to support terrorist groups, and returnees to Canada could 
pose a significant threat due to acquired training and enhanced credibility in the eyes of fellow radicalized, or 
radicalizing, Canadians. This perceived standing could enable them to recruit and encourage other aspiring 
violent extremists in Canada. Those Canadians whose attempts to travel abroad have been thwarted also 
represent a threat, in that they could redirect their efforts to carry out attacks at home. 

e As DAESH loses territory in Swia and Iraq, the death and displacement of foreign fighters is to be expected. 
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e Canadian uniformed "Bérsonnél-ipcluding military, Suri ¿Cap .law enforcement members, and their 


installations, face a ific ‘arid-persistent threat, ‘having, B ,singléd: out as particularly desirable targets in 
extremist propaganda.. ` - De,” DES v VER». E 4 ፡ 
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3. Canada-based Extremists: Extremist ideologies, such as those espoused by MESA, ۳۵۵ their affiliates, 
have resonated amongst some Canadians. 
7; ያ 
Extremist propaganda regularly exhorts listeners to 
carry out attacks at home using commonly available weapons, and such messaging has found traction with some 
Canadian extremists. 
4. Calls for Homeland Attacks Resonate: Aaron 


Drivers thwarted attack reiterates the increasing 


On August 10, 2016, polica responded lo allied information 


threat of lone actors inspired by extremist 
propaganda such as the Rumiyah, Dabiq, and 
Inspire publications. Despite Being restricted 
under a Peace Bond, Driver utilizéd. various 


that an imminent attack might be underway. Officials identified and ፡ 

located Aaron Driver in Strathroy, ON, an individual who was under a !፡ 

peace bond for suspected links to terrorism. While attempting to 
depart with an explosive-laden backpack, police intercepted Driver 


1 whos Was then fatally shot after attempting to detonate the IED. | 


ComSec measures to maintain an omine" 
presence, which enabled him to develop: an 
Improvised Explosive “Device (ED). Driver's 7 
alleged intended target was an unsecured public 
area (soft-target), during rush hour, and meant to. 
inflict maximum injury and damage; ከ6 also 
recorded a pledge of allegiance video so that 
DAESH could claim responsibility. See text box 
entitled ‘Aaron DRIVER’ for more details on 
Driver's actions and DAESH's claim. 


“ዘፍሆ Aaron ! Driver as a "soldier ህ vía various ہل‎ S 
inciudifig Amaq and al-Bayan Radio News Agencies shortly after thé ~ 
incident. The language used was similar to that used in past attacks 
(such as in the France, Germany and Belgium-based attacks) stating 
that the operation was Carried out in response fo calls to target 
coalition countries. 


Image Source: SITE Intel Group 
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6. -Canadi ian 7ھ‎ ist Travellérs and Returnees: The number of Canadian extremists who have travelled abroad is 

currently estimated at. with: approximately having since returned to Canada While 

Canadian: ‘extremists, | have travelled to Support" terror groups in many countries, Syria and Iraq maintains the 
highest concentration’ of Canadian extremists at this time. , 


S 4 7 3 Ac ^ Pla 


Other radicalized Canadians who 2۰ ‘olor ሰዊ to travel to, a conflict zone, but are unable to do so, may 
redirect efforts to carry out an attack in Canada. ‘Souture-Rouleau (2014), Bibeau (2014), and most recently 
Aaron Driver, all desired to travel abroad to join 8 terrorist group before deciding to conduct a domestic attack. 
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11. 


3103(18/09) 


Since the last NTTL update, the RCMP have arrested and issuéd peace bonds with several individuals that the 
RCMP believe have the potential to commit a terrorism-related offence. (See text box entitled Canadian Terror- 
related Arrests in Canada: July-December 2016). ۰ › Dt Un 

DAESH Abroad: The success of anti-DAESH coalition activities, including support to the current operation to 
reduce the group's grip on Mosul, has directly affected DAESH'S structure and territorial control. DAESH has lost 


a vast supply of economic resources ی‎ jS NS 
። S YD A ; 
SY 7 وڈ‎ 2 14 A 
bw. "EN " 


DAESH Strengthens Global Campaign for Inspired, 
Domestic, Lone Actor Attacks: ITAC notes an ongoing 
shift in DAESH rhetoric since the last iteration of the NTTL, 
which has intensified the call on supporters and followers 

to instead join the virtual caliphate', by remaining in the 
West and carrying out domestic attacks on behalf of 
DAESH. Guidance on plotting and conducting a lone actor 
attack goes as far as to provide systematic steps to reduce 

the chances of detection by security agencies (such as 
employing ComSec measures and dréssing, in the style of 

a Westerner). DAESH also requests would-be: attackérs to 
send a pledge of allegiance via video, or-affix.a note 16 8 بر‎ y 
victim or other such 929۵16 Stable DAESH to claim, WE 
responsibility post-attack”-, ውት 7 MS ይ, On, “ACL 
This Campaign for lone actor éitacks ‘continues 15 find traction amongst DAESH supporters 
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DAESH's RUMIYAH Magazine 


i rs 
Arabic for "Rome", DAESH's latest multi-langúage (but , non-Arabic) 


magazine has been published monthly since Septémber 2016 by the Al- 
Hayat Media Centre, anü appears to have replaced DAESH's Dabiq 
magazine. Rumiyah more ና resenibles AQAP’ 5 ‘Inspire’ publication in 
that it seeks to radicalize and influence readership to conduct small-scale 


terrorist attacks against the West. 


(SUMIYAH 
| 


e AQ core and its affiliates continue to consider Canada and Canadian interests abroad a 
viable target for terrorist attacks. 


۰ any decrease in AQ 'brand power' amongst extremist networks and radicalized individuals has 

been tempered by AQ leadership who defends their position as the pre-imminent transnational Islamist jihadi 

- group (owing to their supposed strict adherence to Quranic Sharia law) and reinforce a message that their top 
priority remains waging war against the U.S. and its allies. 


15. Shia extremist groups, such as Hizballah, continue to pose a threat to Canada, although to a lesser extent than 
Sunni terfotist groups Such. as DAESH, AQ, and their affiliates. 
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18. Weapons of choice appear to be dependant on whether the extremist has assistance and oa 
weaponry (such as grenades, explosives and machine guns). Recent attacks indicate that  %..-.-. attacks 
by IED, suicide bombing, and employing firearms are common for directed arid coordinated celis of operatives, 
especially in Europe; whereas inspired lone actors - including Canadian extremists — use small arms, bladed 
weapons, or a vehicle. 


19. Recent propaganda by DAESH, AQ, and their affiliates continue to promote attack tect of E 
sophistication against the West and have provided specific advice and guidance on vehicular ramming and 
bladed weapon attacks, including the styles of knife deemed most effective, and where to attack an individal to 
exact the most harm. DAESH's 'Rumiyah' magazine has been running an article entitled ‘Just Terror Tactics’ that 
provides specific instructions and guidance on how to conduct an attack with a bladed weapon, firearm, and 
vehicle. See textbox entitled DAESH's Rumiyah Magazine for more information. 


20. Online forums and Islamist propaganda are also encouraging the use of Vehicle-Borne IED (VBIED) in European 
countries. 


ITAC notes that VBIED-specific capabiliies amongst terrorist groups remain unrealized 
in Western countries (the September. 4, gas-oylinder France-based attack was foiled by police), 


E L 'errór-R 
“ቆ]ሥ 
2016 07 16 - ABDUL, Kadir Signed Herz 
Samuel AVILES. ABDUL ር 15 ህፀ0ኩ 
کے‎ ደርፊ) bg 


2016 08 12 - GONYOU-MCLEAN, Tevis ( 
| authorities sought a terrorism peace bond for his 
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21. Since the NTTL was raised to Medium in October 2044. ; complex attack ‘capabilities incliding t those related to the 
use of chemical, biological, radioactive, nuclear, or. -ekfllosive- (OBRNE) matefigls， fate not: "been. realized in 


Canada (Driver's plot is considered disrupted and therfóte, ا‎ En 0 Pa, lar. F 
۰ the encouragement and guidance on aitacks us sing s ‘Weaponry is an a to increase 
the confidence and effectiveness of lone actors who would othe E conducting a terrórist 
attack. 
۰ while domestic extremists may seek to os il a ፀር e such as 


Driver's suicide-IED attempt, the primary terror-related threat to Canada is via lone ው የ" ዘበል 
single firearm, or a vehicle. 8 


22. Public spaces and soft targets remain the primary target for attacks by both DAESH and those direa - 
DAESH propaganda. Trending targets include football stadiums in Major European and Middle Eastern countries, 
bars and clubs, downtown areas, and public markets, including during the 'rush hour' period. An increase in threat 
reporting during the holiday season against Christian-affiliated and public targets in Western countries also 
occured this winter. 


23. while the volume of threat reporting typically increases during any holiday season, 
does not guarantee an increase in attacks. Terrorists have, however, opportunistically sought to 
attack mass gatherings such as — or open markets. The Berlin Christmas market attack on 2016 12 19 
highlights such a threat. 
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25. Uniformed personnel such as military, security and law ef سومان‎ have specifically been targeted 
by Islamist extremists both abroad and domestically, as made sful domestic terrorist attacks and 


foiled attack plots over the past few years. Since the last iteration Of’ thew E; calls for attacks against various 
uniformed personnel and their installations continue with regular با وی‎ ‘n extremist propaganda. 


۰ while DAESH will accept an inspired attack against Western coalition countries regardless 
of the target's symbolic appeal, DAESH-core (as would AQ), still intends to direct more complex attack plots 
that focus on traditional symbolic targets. directed plots as being less likely to 
achieve success domestically due to the heightened difficulty in coordinating such attacks and the greater 
change : of LN in comparison with more opportunistic attacks that target public spaces and soft targets. 


pio ነ JN 
۰ AOA ^ ac remists are likely to continue to viet Canadian uniformed personnel and related 
207828 ما‎ o e AER are familiar to them (such as police stations and military recruitment 
A 

pos 016 12 31, Canada launched year-long celebrations to commemorate 
Gina ‘asa Ca eran . The October 2014 attack in Ottawa, the November 2015 
attacks i in ie Stade erty, e Oca and the July 2016 attack during the Bastille Day 
celebrations in ee کن دہ‎ examples of directed and inspired attacks that targeted open-area 

sporting and special OND: é epi 


= ublic events, which cover a large geographic area where large 
crowds move fluidly throughóüt: re e targets for groups to amass large casualties in a very short 
period of time, and with relative Di O Va 
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. 27. Extremists continue to take advantage of various technological 
advances such as message encryption applications (Telegram) 
and other platforms (the Dark Web) to prevent security agencies 
from accessing their online communications and propaganda 
dissemination. For example, in September 2016, a pro-DAESH 
hacker created a .ZeroNet webpage, which functions as a 
serverless, peer-to-peer network crowdsourced by the BitTorrent 
network. On its own, ZeroNet does not provide anonymity but it 
can be configured to run through TOR. 


On 2016 10 16, pro-DAESH ۵ 
Foundation released two posters threatening 


28. Pro-DAESH groups continue to relay tips and tricks' and share future attacks in Canada: the first, depicting a 


security manuals and other attack-plot development information, " 1 
such as kill lists, photos, maps, innovative attack ideas, and other xr : 7 EN 2 TE Sas 
details on potential targets to incite would-be attackers to wage ምን : 68 0 — 
jihad on behalf of DAESH. For-example, on 2016 12 04, the | ofthe cross in Canada, now now fighting came, 
United Cyber Caliphate's official Télégram channel released (in | 947 Wolves will come to you from where you will 
Arabic and English) contact information. for;thotsands of small | "Ot know so you won't enjoy life". 

businesses, including some personal addresses of. employees, 
for their “BLACK_DAYAYSA_BYQUCC* hashtag campaign, The ~| Source: SITE Intel Group 
Vancouver. | ۹ رفا‎ nS ہر‎ EA “Mar Y ACY 


Terrorist eet Levels for Canadian Transportation 
Via ጋ 


30. Various jinadisiCprogádar 


and online materials continue to consider various transportation hubs as possible 
targets for 30866 transportation modes: rail, maritime and aviation. For example, in October 
۶7۸20161 ۲۱-3 ۵ 8 کنل‎ online that identified the economic and security-related impact of an 
ہا‎ ck. American a agers Séaports. The book details various American and European ports by 
000 3659 fading size, 1adVi بوک‎ n fiow to: take a ship hostage, equip a vessel with explosives, target 


41 


anothér $T. fo fhaing or by mis: / ር. ብክ recommends an explosive laden-sea vessel, driven by suicide 
bombers, dais tei pcs me dra where Canadian flagged vessels are likely to port. 
۱ / ‹ዳ 
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: ፡ ۱ ۸4 to, COULD R IMMINERTLY- ' ID 
HIGH : 1 2 HC ss موه‎ ¿Org act of is 
; : LIKELY: O 5 ۸۷× SUE y 
: : |TAC assesses that a Violent: p; ን 
MEDIUM ፤ : COULD OCCUR. ا‎ E o 
LOW ; ር ፡ [TAC assesses that a violent act of terrorism is 
t 1 POSSIBLE BUT UNLIKELY. 
VERY LOW ; ፡ ITAC assesses that a violent act of terrorism is 


i HIGHLY UNLIKELY. 


۰ ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of ۱.۰ may occur with little or no ۰ 
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“Il 2017-01-30 


Un, 
Shooting at Quebec-city Mosque possibly motivatéd C ERSA 
by hate ay MEL 


According to open sources, 98. 2017 01 29, Alexandre 
Bissonnette attacked the congregafile of-a | Mosque in Quebec 
City before fleeing the scene and subsequently. ከዘፀ ከ himself 
in to police, apparently out of regrèt- Open و‎ ¿also 
indicated that during muse which was initially labélled-as-&' . è 
terrorist attack on Mu "issofihette | had an “assault t ie,- È 
(AK 47). | QU DN py EN yy " A 


Bissonnette was not previously fown do Police 

According -to open sources, "Bigsarihette's Gating, 
presence has not been linked to Islamic extremism, Tatfier he’ 
has been revealed to follow a wide range of interests: ‘oni 9۰ 
media. Some of Bissonnette's social media interests include ther, 
leader of France's National Front political party on whose * 
support he has been vocal, and other Quebec-based 
nationalists 


- "> 
i 2 


Source: Facebook.com 


In mid-2016, the same mosque was targeted in a hate incident. An unknown individual left a gift-wrapped pig's 

head on the stairs. In November-2015, a video began circulating online of a male stating that Muslims in — 

would be ki ን. "E" dli no one was arrested in connection with the pig's head, a Montreal-based man, 
መጀሎ፡ arrested in connection with the video. 


On 2009 n orted on the funeral of a Canadian armed forces member based in Quebec City, 
“% who was vA, e یں‎ ng in Afghanistan. During the funeral, a childhood friend named Alexandre 
ut کت‎ 86 
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LOW : . : STAC assesses that a violent act of terrdrism | 
: ; POSSIBLE BUT UNLIKELY. 

VERY LOW ; : ITAC assesses that a violent act of terrorism is 


: HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors Including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of terrorism may occur with little or no waming. 
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THREAT 
HIGHLIGHT 


According to open sources, on 2017 01 29, Alexandre Bissonnette 
attacked the congregants of a mosque ii in Quebec City before fleeing 
the scene and subsequently turning mse into police, apparently 
out of regret. Open sources also indic led Mat ( dúring the attack, 
which was initially la D as a terrorist- attack n “Musi ims, 
Bissonnette had an ass utt rifle pe (AGAD). A second persón wa wa م28‎ 
arrested at the scene تچ‎ መመ 3 witness das 
suspect. £N, 


I 


di "n 
Bissonnette was not -— Lo: to piê: Accotdi , to opeñ 
sources, Bissonnette's online presence has, pot been. nked to 
Islamic extremism, rather he has been revealed: to follow, a wide 
range of interests on social media. Some of Bissonnette’s. “Social 
media interests include the leader of France’s National Front 
political party on whose support he has been vocal, and other)», 
Quebec-based nationalists. 


In mid-2016, the same mosque was targeted in a hate incident. An Source: Facebook.com 

unknown individual left a gift-wrapped pig's head on the stairs. In 

November-2015, a video began circulating online of a male stating that Muslims in Quebec would be killed soon. 
Although no one was arrested in connection with the pig's head, a Montreal-based man was arrested in connection 
with the video. No link has been made between either of these past incidents at the mosque and Bissonnette's 
attack. 


On 2009 07 25, open sources reported on the funeral of a Canadian armed forces member based in Quebec City, 
who was killed by a landmine while serving in Afghanistan. During the funeral, a childhood friend named Alexandre 
Bissonne ا ات‎ the church clutching a Canadian flag and a photo of [the soldier] in his army uniform." 
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ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
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3 2 Violent right-wing extremism: more than Maher. i 
O y just hate Defining Violent and Non-Violent 
Ea 2 Right-Wing Extremism (የኤ 
2 Right-wing extremism in Canada includes ہی‎ A SN De ND. 
2 ሯ D complex range of groups and individuals 4 Chiu wv eaa erii 
<> < C?spousing a broad range of issues and mA ا ار‎ ae. dis 
2 OG à G grievances, including white supremacy/white holding politi ا‎ “ad s 
~ ፖ Mm 0 ርፎ nationalism/white religion, anti-Semitism, ot réligious views that propose ۳ 
Ly E (D Z homophobia, nativism/anti-immigration, anti- | reaching ERAS o فا‎ that کلف‎ 
b 2 < o Px government/anti-law enforcement and racism. with, or pose a threat to, the democratic 
£ 5 ku 2 9 e Within this range is a subset of groups which .. aydergiwhile supporting non-criminal 
ô Im m Eu i either overtly, or under the guise of non-violent, ¡Sbmetimiés criminal acts to achieve : 
OC ሙም cultural or religious preservation, focus their a aims. Violent extremism, 
: ሯ 5 ሮን ጋ 2 e on-line hate towards Islam, Muslim immigrants, | #figrefore, can be defined as serious 
DW. M E XD O multiculturalism and those Canadian politicians rcats, harm, murder, mayhem and 
~ 2 A ጅ <> < who are seen as supporting Muslim-friendly  ,/ 3 age to propesty which are motivated 
S 5 E 3 & S legislation. 0 3 (D ail justified extremist beliefs. At 
e O ርን Él E hearof alt right-wing extremism is 
qe 2227 ፡ ያ رت‎ RUE 
1 : مات‎ e, however, act upon 
ድ ሯኃ> ? RZ $ 5 E theiékt Beliefs and engage in . . 
2 2 a ‘= ~ ድ چم‎ serióscastigas of violence or attempt 
<> ج‎ ES) Historically, violence perpetrated hi» /7; = ا‎ others to do so. ግ 
ያ ES individuals holding extreme right-wing وضو‎ C: -一 全 ER EY 
® has been infrequent, É ጋ B ሮን ርነ o # e 
e Zl C 5 C 
4 ይ ያህ = El € | =~ Nevertheless, ሪፖ Y > 
there are more than a thousand hatesdriveninciden egorjed to police in Canada each year. £ ርጋ ቫ 
FAQ om ። 4 
Hate crime in Canada £ ህር WE Da y dw 
DNE VAY Q e m $ 
> ` ) 
3. According to the most reden£otatístics Px -- e O 2 pd OY 
produced by the Canadian C, جج‎ | gd Manifestation of Hate?’ . 3 E ES e o y 
Statistics (CCJS)', there were 1,295 cases of a ARE 9 ር E 227 o ኙ 9 ፡ 
police-reported hate crimes in,2014 as comp . The Toronto Police Service identified. [9] my m cy 7 
° to 1,165 in 2013 (representing@an increase of , an increase in the targeting of the Muslim GH C x A & 
11.2%). Toronto, Montréal and Vancouver community in November 2015 which it e 5 m a > 7 
reported the highest number of incidents in 2013 | assessed could be attributed to negative Nn Jy 
and 2014. That said, the cities of Hamilton and backlash following the attacks in Paris, - £ E ES > “3 S 
Thunder Bay reported the highest number of France, and the federa! government's E. 5 IOS 
incidents per 100,000 people, although the _ Syrian refugee resettlement plan. ۱ = O 2 
number of reported incidents for both cities E AE D ^y 2 The ድ 3 
decreased from 2013 to 2014 (from 95 to 82 2 O y TI 
and 25 to 16 incidents, respectively). 1 ya 7 
! The Canadian Centre for Justice Statistics (CCJS), in co-operation with the policing community, collects police- 9 


reported crime statistics through the Uniform Crime Reporting Survey (UCR). The UCR Survey was designed to 
measure the incidence of crime in Canadian society and its characteristics. 
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4. In Québec City, the number of police-reported hate crimes increased from 19 in 2013 to 
50 in 2014. On a per 100,000 population basis, incidents increased from 2.4 in 2013 (below the 
national average of 3.3) to 6.3 in 2014 (above the national average of 3.7). : 


T g While there has been an increase in the number of police-reported hate crimes nationally, 
A = = e number of incidents per city varied, and in some cases decreased. Reported hate crimes in 
2 "OO ድ 分 Montréal increased by 9.996 from 2013 to 2014 (and approximately 6996 between 2013 and 
X n Tr Cj (x 2016). The Toronto Police Service experienced an 11.5% increase during the same period but 
ርጋ 2 <= 00 a decline of approximately 896 from 2014 to 2015). Collectively, the majority of 
ር 3p police-reported hate crimes were motivated by hatred of a religion (primarily Judaism and Islam) 
O Q or ethnicity (Black, Arab/Southeast Asian). 


C) Right-wing extremism in Canada G 
C 


M Right-wing extremism in Canada to 2006 


6.  Right-wing extremism and the resulting videnda" m 
are not new in Canada. The country’s first race4fot( 
occurred in Nova Scotia in 1784. Racial segre 7 
was legalized in Ontario schools in 1849, and us? 
acts of right-wing violence occurred agains 
and Japanese immigrants to British Columbia düri 
the late 19” and early 20" centuries, not on ات‎ 
~N the range of discriminatory legislation t eting > 
o N ۱ Canada's Indigenous population. Drs 


ve m~i 


8. Despite attempts by the violent right-wing extremist milieu to capitalize upon the 9/11 
terrorist attacks, and through the use of racist music and the Internet 


? Neo-Nazis borrow elements from Nazi doctrine, including ultra-nationalism, racism, ableism, xenophobia, 
homophobia, anti-Semitism and imitating the Fourth Reich. Holocaust denial is a common feature, as is 
incorporation of Nazi symbols and admiration of Adolf Hitler. Racist skinheads may also be neo-Nazis but are more 
prone to extreme violence towards non-white immigrants as well as anti-racist activists and non-racist skinheads 
whom they consider traitors. 
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Despite these limitations, there have been numerous 


Right-wing extremism in Canada since 2006 
Many of the groups identified in 2006 have disbanded 
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fa} Q 
Co 
۶ 9 $ ۱ 
5 = ቲያ 
a “8 
-— መክ መው 
omm Of 
Lak DS. 
SES By 
ES TJ. 
AN I AX 9 TO m. 
O Y = yM Y 
ODOC STO ون‎ 
omm On M 
AA Y y © 2 Fe E 
rd 入 NEC ISR D 
A سے‎ AUN > m ርጋ Ay =? 
sao ጋ” Gu pali 
€ “ብኩ መክ 
ES m e = a ا‎ Anti-government, anti-police ideology Q a ጋ ድ ሯ 
B ہت‎ d 18. Ep ج‎ GES A 
ሯ 9 £ ES subset which holds extreme anti-governme dw O Moncton Shooting 3 
سے‎ E 1 t views. Often referred to i ri 2 DONE eae کے کس‎ 
y B # سی س۶۷‎ (FOTL), the ideo! GFiginhted sli cba m uda be 
o in the U.S. within the much more و ی‎ ereign £ in June 2014, Justi Bourguc 
Citizen Movement and is often link: 1655 US ve RCMP afficets, killing three | 


militia groups. Generally speaking, reomentregard = 
government as a corporation, and ታህ En j 
relationship to it as contractual. Therefo P 


c£ adherenis < 


Aft seriously wounding two. Bourque 
previously espoused online a * 
inge of anti-law enforcement and 


to the ideology assert that they ¡be ght to <> پر‎ ¿Dother views shared by FOTL 

separate themselves from the bor =5 O Y adherents. | y 

renegotiate their relationship vit In órder d b ات‎ la ها‎ Sy, 
become free, or sovereign, indivi ubmit aim 


of rights” to any recognized ental authority of their choice. In their view, this act permits an 
individual to become “a huma4being” who | lly revokes or denies consent to be represented 
and governed, and exists completely free of atfStatutory restraints. ۱ 


19. This applies to almost all elements of their lives. For example, adherents deny the 


government (or the Crown) the authority to levy taxes, require driver's licenses or register 
weapons. 
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721. Media reporting from January 22, 2017, suggests that hate crimes in Québec increased 
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dents of reported hate cri 
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ed by approximately 69% from 2013 to 2016. * 
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c> by almost 40% from 2013 to 2014, wh 
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7 Right-wing extremism in the United States and Western Europe 
ቻሪ 
=p 
cm 27. TE ሙ=: 
CE d Dylann Roof: ` 
A D .DylannKook - 
۹ 2 e d j According to the à یں لت‎ iud 
2 © ር | ድ ሯ Extremist Crime Database, there were over Ke ra: ۳ to dd 
<= ፖ M. ዕ 2 370 homicides committed by violent right-wing According to the U.S. Congressional. 
۱ e X 之 ፖፓ E ምር inthe U.S. from 1990--2010, claiming | Research Service, Dylann Roof (the 
THe ር2 © xj more than 600 lives. -perpetrator of the 2015 Emanuel — 
Et 5 fy Y 9 © ۲ rican Methodist Episcopal Church - 
EPT SOM Y gissacre) acted alone and was not a 
ቋድ (y FRE fe} hember of a racist hate group. . -- 
O LT nm Oxy” ‘Instead, he appears to have been 
AD መ ሸር” پر‎ Y ¿idoctrinatedrinto the world of white © 
Lol አኤአ ~ O jyrationalismnline. In his 2,400-word 
So o کے کے . تج ہ6 7ے‎ F'manifestoctór example, he described 
Jas DF O پر‎ A becgtiings racially aware" in the 
ð زره‎ መ 5 ድዳ M = > 7 ኣር gfwhite supremacist websites 
TA MEN ERZ የስረ omnes oe de 
ھ7 کی نت‎ ۱ >! < le yvon Martin in 2012. 
2 کے‎ ۱ ጋ 29. . According to the Southern Poverty a 2", Ks Fe Wis murdering his victims, 
» ጋ ፤ E the number of hate groups in the U.S. 638 q d them that black people. 
o of 1,018 in 2011, followed by a steep devline tê 784 مالعا وھ‎ over our country" and , 
a 65 rf 
by 2014. d ANE trapfing] our women,” ^. 


30. In Europe, right-wing e: 
nativism, anti-Semitism and 


in Norwa 


string of serial murders of Roma and ethnic 
minorities in Hungary and Sweden, and the 2016 murder of British Labour Party politician 


Germany, Anders Breivik’s a 


Jo Cox by an ultra-nationalist. ۱ right-wing organizations in Europe are more 
openly affiliated with registered political parties. Far right political parties such as the Front 
National (France), Alternative fur Deutschland (Germany), Party for Freedom (Netherlands), 
and Golden Dawn (Greece) promote policies which appeal to the broader right-wing extremist 
milieu. In Germany, for example, various fringe neo-Nazi groups continue to engage in serious 
acts of violence against visible minorities and recent immigrants/asylum seekers. Other extreme 
groups such as PEGIDA have attempted to capitalize on populist anger on a range of issues, 
including globalization, immigration and multiculturalism. In 2013, Germany's domestic 
security agency estimated that there were almost 22,000 far right extremists in the country, 


* The Southern Poverty Law Center is an American non-profit legal advocacy organization specializing in civil 
rights and public interest litigation 
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THREAT..* 
HIGHLIGHT. 


Integrated Terrorism يم‎ 


Canadian Alexandre Bissonnette, a Quebec resident and University 
of Laval student, was responsible for carrying out a small-arms 
attack at the Grande mosque de Qü&bec. on 2817 | 01 29. According 
to media reporting on 2017 02 06, the ROMP. desClibed Bissonnette 
as a “criminal extremist’. Bissonnette: vas. ch ed. with; six. counts 
of first-degree ی 7 سای مت‎ of OSE. یں‎ tsi ing € a 
restricted firearm. TÉ: r 


Since ITAC's initial assess n 204 2 81:30 ር 1771 7128894664). ሦ, 


UR S puree reporting NGC: a, 
have provided some additional al diniati ion. መ media `“ 
reporting, Bissonnette called 911 after ከ ton Siam 


رخ" پیب 


/ search published in Studies 
0 یت‎ orism in February 2016 
found evidence that right-wing extremist 
groups are active in Canada, with 
concentrations in Quebec, western 
Ontarío, Alberta and the lower mainland of 
British Columbia. 
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s P ' ۱۲۸۵ assesses that a violent act of terrorism ` رد‎ 
MEDIUN : | COULD OCCUR. 
LOW ; 1 ۱۲۸۵ assesses that a violent act of terrorism 5 ` 
: ۱ ; i ፡ POSSIBLE BUT UNLIKELY. 
እብ 1 A 
: j ` |TAC assesses that a violent act of terrorism is 
VERY LOW i : HIGHLY UNLIKELY. 


ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
intelligence, recent events, as well as the intent, capabilities, and attack frequency of terrorist groups. ITAC cautions that the information may be incomplete and, 
regardless of the threat level applied, a violent act of tétrorism may occur with little or no warning. 
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rated Terrorism Assessment Centre, ME 


THE NATIONAL TERRORISM 
THREAT LEVEL FOR CANADA 


; 
OBJECTIVES 
1. This threat assessment updates the Canadian National Terrorism Threat 
Level (NTTL) last published on 


2017 01 18 - ITAC 1704-E 
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Methods 
10. Global Campaigns for inspired, Domestic 


Attacks Continue: Sunni extremist 
propaganda continues to call on Western- 
based supporters to ‘become martyrs’ and to 
conduct attacks in their homelands. DAESH 
continues to invest in its multilingual multi- 
platform campaign in an effort to grow its 
global support base, and similarly AQ is 
reinvigorating its own external 
communications efforts (See text box entitled 
AQ's 'Prince of Terror on this page). In 
addition to traditional hard targets, supporters 
are encouraged to attack local, public spaces 
using readily available weapons, as seen in 
the Jure 2017 London Bridge and Borough 
Market attack in the UK. On 2017 06 06, the 
Nashir News Telegram channel affiliated with 
DAESH, published two statements warning 
the "crusaders" of more attacks to be carried 
out by "thousands of lonely [isSlone] lions." 
The channel called on Muslims livifíg; in the- 
U.S., Russia, France, Britain, Canada, 
Belgium, Australia and Italy to avoid shopping 
centers, roads and ing aréas, which it 
described as "targets for. the soldiers-of the 
Caliphate . RU 06 ያም 


Canada continues to be named periodically in 
DAESH propaganda. Issue no. 9 of Rumiyah 
(DAESH's propaganda publication) 
recommends attacking soft targets such as 
night clubs, movie theatres, busy shopping 
malls, popular restaurants, concert halls, 
university campuses, public swimming pools 
and generally any busy, enclosed area, in 
order to maximize the potential for hostage- 
taki and mass casualty shootings. In 
Feb 1,2017,5AQ's Global Islamic Media 
Front (G rio. English translation 
ofa nae uide pS ibly written in late 

et of/and the tactics of kidnapping Westerners. 
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ITAC uses both quantitative and qualitative analysis in applying terrorism threat levels. The setting of threat levels is determined by several factors including current 
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